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INTRODUCTION:

In today's ever-evolving digital world, where technology is an integral part of our daily lives,
the need for responsible and informed online behaviour has never been greater. The Learn
to Discern project, a part of the Erasmus program, was born out of the recognition that
equipping young people with the knowledge and skills to navigate the digital landscape
safely and responsibly is a vital step towards fostering a digitally literate and resilient
generation.

We are proud to present this toolbox of workshops, which encapsulates the essence of our
project's mission. Over the course of our journey, we have developed a comprehensive set
of modules focusing on essential aspects of digital education, geared towards empowering
both youth and those who guide them — youth workers.

These workshops aim to enhance the understanding of various facets of the digital realm,
from responsible social media usage to safeguarding oneself in the vast online environment.

These workshops are directly related to the modules developed by our esteemed partners,
forming a cohesive and comprehensive approach to digital education. Our modules cover a
broad spectrum of topics, including:

1. Social Education: Teaching the correct behaviour on social media, emphasizing the
importance of respectful and ethical online interactions.

2. Digital Skills: An introduction to DIGCOM, exploring the fundamentals of digital
communication and fostering effective online communication skills.

3. Safe Online Use: Equipping participants with strategies to protect themselves from online
threats and ensuring a secure digital presence.

4. The Dark Side of the Internet for Young People: Shedding light on potential dangers and
pitfalls of the online world, preparing youth to recognize and avoid them.

5. How to Get Correct Online Information: Empowering individuals to critically assess online
information sources, promoting digital literacy and discernment.

6. Young Digital Detox: Encouraging a healthy balance between online and offline life,
promoting mental and emotional well-being.

7. Social Media and Environment: Exploring the impact of digital technology on the
environment and promoting responsible digital consumption.

8. Digital Well-being: Focusing on techniques and practices to maintain a healthy and
balanced digital lifestyle.

Each workshop is carefully designed to engage and educate, providing youth workers with
the tools they need to facilitate meaningful discussions and learning experiences for their
young charges. By incorporating these workshops into your training sessions, you will be
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contributing to the development of digitally literate and responsible citizens who can
navigate the digital landscape with confidence and integrity.

We invite you to delve into the pages of this book, explore the modules, and embrace the
opportunity to make a positive impact on the lives of young people in an increasingly digital
world.

Together, we can empower the youth of today to become the informed, responsible, and
resilient digital citizens of tomorrow, all while building upon the knowledge and expertise of
our esteemed project partners.

Recommendations for Youth Workers on Using the Workshop Toolbox:

1. Understand Your Audience:

Before you start using the workshop modules, take the time to understand the
backgrounds, interests, and needs of the young people you'll be working with. Tailor your
approach to match their level of digital literacy and familiarity with the topics.

2. Preparation is Key:

Familiarize yourself with the content of the modules and workshops in advance. Ensure
you are comfortable with the material so that you can effectively guide discussions and
answer questions.

3. Create a Safe and Inclusive Environment:

Foster an atmosphere of trust and open communication during your workshops. Encourage
participants to share their thoughts and experiences without fear of judgment. Emphasize
the importance of respecting diverse perspectives.

4. Engage and Encourage Participation:

Use interactive activities, group discussions, and real-life examples to engage participants.
Encourage active participation to enhance learning and promote critical thinking.

5. Adapt and Flexibility:

Be adaptable and willing to adjust the workshops to the needs and interests of your group.
Some modules may require more time or less, depending on the level of engagement and
depth of discussion.

6. Encourage Critical Thinking:

Throughout the workshops, emphasize the importance of critical thinking and fact-
checking in the digital age. Encourage participants to question information sources and think
critically about the content they encounter online.

7. Provide Real-World Relevance:
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Relate the workshop content to real-world situations and issues that are relevant to young
people. This helps them see the practical application of what they're learning.

8. Use Technology Wisely:

If possible, incorporate digital tools and resources that illustrate the concepts discussed in
the modules. However, ensure that screen time is balanced with offline activities, as digital
well-being is a key focus.

9. Follow Up and Support:

Offer continued support and guidance to participants after the workshops. Encourage
them to apply what they've learned in their digital interactions and be available for any
questions or concerns.

10. Measure Impact:

Consider evaluating the impact of the workshops by gathering feedback from participants.
This feedback can help you refine your approach and identify areas for improvement in
future sessions.

11. Collaborate and Share:

Don't hesitate to collaborate with other youth workers and share your experiences and
insights. Collaborative efforts can lead to more effective workshops and better outcomes for
young people.

12. Stay Informed:

Stay up-to-date with developments in the digital world, as it evolves rapidly. This will
enable you to provide relevant and timely information to the youth you work with.



THE CORRECT BEHAVIOUR ON
SOCIAL MEDIA

L2D MODULE 1 : SOCIAL
EDUCATION
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MODULE 1: SOCIAL EDUCATION: The correct behaviour on social media

1-) Workshop: "Navigating the Digital Realm: Social Education and Media Literacy"

Workshop Overview:

In today's interconnected world, social media and online communities play a significant role
in our daily lives. However, many individuals, especially digital latecomers, struggle to
navigate the virtual landscape safely and effectively. This workshop, titled "Navigating the
Digital Realm," aims to promote social education and media literacy, empowering
participants to foster healthy online relationships, critically assess digital content, and
become responsible digital citizens.

Workshop Objectives:

1. To understand the concepts of social education and media literacy.

2. To explore the impact of social media on personal well-being and society.

3. To develop skills for building positive online relationships.

4. To critically evaluate and respond to digital content, including fake news.

5. To equip participants with practical strategies for responsible online engagement.
6. To bridge the gap between digital immigrants and digital natives in the online world.
Workshop Duration: 1 full day (approximately 6-8 hours)

Workshop Structure:

Session 1: Introduction to Social Education and Media Literacy (1 hour)

- Define social education and media literacy.

- Discuss the importance of these concepts in the digital age.

- Explore the challenges faced by digital latecomers.

Session 2: Understanding Social Media and Networks (1.5 hours)
- Differentiate between traditional media and social media.
- Define and categorize various types of social media platforms.

- Explore the concept of online social networks and their significance.
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Session 3: Building Positive Online Relationships (1.5 hours)
- Identify behaviours and attitudes that promote healthy online relationships.
- Discuss strategies for making meaningful connections in virtual communities.

- Share success stories of individuals who have improved their digital socialisation skills.

Lunch Break (1 hour)

Session 4: Media Literacy: Evaluating Digital Content (1.5 hours)
- Introduce the concept of media literacy.

- Teach participants how to critically evaluate digital content, including recognising fake
news.

- Provide practical exercises for content evaluation.

Session 5: Responsible Online Engagement (1 hour)
- Discuss ethical online behaviour and digital citizenship.
- Provide guidelines for responsible posting and sharing on social media.

- Address online privacy and security concerns.

Session 6: Bridging the Digital Gap (1 hour)
- Explore ways to bridge the digital gap between digital immigrants and digital natives.

- Encourage participants to embrace the digital world as a tool for learning and
communication.

- Share resources and tools for ongoing learning and support.

Session 7: Q&A and Group Discussion (1 hour)
- Allow participants to ask questions and share their experiences.
- Facilitate a group discussion on the workshop's key takeaways.

- Encourage participants to set personal goals for their online engagement.
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Workshop Materials:

- Presentation slides

- Handouts on media literacy and responsible online behaviour
- Case studies and examples of successful online interactions

- Internet access for practical exercises

- Flipcharts and markers for group discussions

Workshop Evaluation:

Participants will be asked to provide feedback on the workshop's effectiveness and their
understanding of social education and media literacy concepts.

Follow-Up:

Provide participants with resources, reading materials, and online communities where they
can continue to enhance their social education and media literacy skills.

By the end of this workshop, participants will have a better understanding of the digital
landscape, the importance of responsible online engagement, and the tools necessary to
build positive online relationships while critically evaluating digital content.

Handout 1: Media Literacy Basics

What is Media Literacy? Media literacy is the ability to critically analyse and evaluate media
messages, including those encountered on social media and online platforms. It involves
understanding how media content is created, its potential biases, and how it can impact our
beliefs and behaviours.

Why is Media Literacy Important?

- Helps you distinguish between credible and unreliable sources of information.
- Empowers you to identify and combat misinformation and fake news.

- Encourages responsible and ethical consumption and sharing of media content.
Key Media Literacy Skills:

1. Source Evaluation: Always check the credibility of the source before accepting information
as truth. Ask yourself:

- Who created this content?
- What is their expertise or agenda?

- Is the source reputable and reliable?

10
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2. Critical Thinking: Approach media content with a critical mindset. Consider:
- What is the purpose of this message?
- Are there any hidden biases or agendas?
- Does the information make logical sense?

3. Fact-Checking: Verify information by cross-referencing with trusted sources or fact-checking
websites.

4. Media Creation: Understand how media is produced, edited, and manipulated. Recognize
the potential for photo and video editing.

Practical Tips for Media Literacy:

- Be sceptical of sensational headlines.

- Avoid sharing content without verifying its accuracy.

- Seek diverse perspectives to avoid echo chambers.

- Educate yourself about digital manipulation techniques.

- Encourage open discussions about media literacy with friends and family.

Handout 2: Responsible Online Behaviour
What is Responsible Online Behaviour?

Responsible online behaviour involves using the internet and social media platforms in a way
that promotes positive interactions, respects others' privacy, and adheres to ethical
guidelines.

Why is Responsible Online Behaviour Important?
- Fosters a safe and respectful online environment.
- Reduces the spread of misinformation and cyberbullying.

- Contributes to a positive digital community.

Key Principles of Responsible Online Behaviour:

1. Respect for Others: Treat others online as you would in person. Avoid derogatory language,
cyberbullying, and harassment.

2. Protect Privacy: Safeguard your personal information and respect the privacy of others. Be
mindful of what you share online.

3. Fact-Checking: Before sharing information or news articles, verify their accuracy to prevent
the spread of false information.

11
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4. Civility and Constructive Discussions: Engage in civil and constructive discussions, even
when you disagree with others. Avoid heated arguments and name-calling.

5. Avoiding Oversharing: Be cautious about sharing personal information, locations, and
activities online. Protect your online identity.

Practical Tips for Responsible Online Behaviour:

- Pause before posting: Consider the potential consequences of your online actions.
- Report abusive behaviour and content to platform administrators.

- Use strong, unique passwords to protect your accounts.

- Educate yourself about online safety and security.

- Encourage empathy and understanding in online interactions.

CASE STUDIES:
Case Study 1: European Refugee Crisis Support

Background: During the European refugee crisis of 2015, individuals and organizations across
Europe used social media and online platforms to coordinate efforts to support refugees.

Success Story: Citizens and volunteers across Europe leveraged social media platforms like
Twitter, Facebook, and WhatsApp to organize donation drives, provide shelter, and offer legal
assistance to refugees. This grassroots movement showcased the power of social media in
facilitating humanitarian aid and raising awareness about the refugee crisis across European
borders.

Case Study 2: The Baltic Chain Freedom Campaign

Background: In 1989, citizens of Estonia, Latvia, and Lithuania initiated the Baltic Chain, a
peaceful demonstration for freedom and independence from the Soviet Union.

Success Story: Organized through word-of-mouth, phone calls, and community gatherings,
millions of people joined hands across the three Baltic states, creating a human chain spanning
over 600 kilometres. The event drew international attention and support, eventually
contributing to the restoration of independence for these countries.

Case Study 3: European Environmental Activism

Background: Environmental activists in Europe have used online platforms to raise awareness
about climate change and advocate for sustainability.

Success Story: Climate activists like Greta Thunberg and organizations like Extinction Rebellion
have effectively used social media, particularly Twitter, to mobilize thousands of European

12
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youths for climate strikes and advocate for climate policies. Their online presence has
influenced governments and institutions to take climate action more seriously.

Case Study 4: Online Art Communities

Background: European artists and art enthusiasts have formed thriving online communities to
share their work and collaborate.

Success Story: Platforms like DeviantArt, Behance, and Instagram have enabled European
artists to gain international recognition by sharing their art, collaborating with others, and
selling their creations online. These communities have democratized the art world and helped
artists connect with a global audience.

Case Study 5: European Tech Start-ups

Background: Europe has a burgeoning tech start-up scene, with many entrepreneurs and
innovators finding success through online platforms.

Success Story: European tech start-ups, such as Spotify, TransferWise (now Wise), and
Deliveroo, leveraged the internet and social media to grow their user bases and secure
funding. Their online presence allowed them to scale their businesses and reach customers
across Europe and beyond.

These European-focused case studies highlight the diverse ways in which online interactions
have been used effectively in the region for humanitarian causes, activism, artistic
expression, and entrepreneurship. They demonstrate the significance of responsible and
purpose-driven online engagement in Europe.

2- ) Workshop Title: "Navigating the Digital Age: Understanding Digital Ignorance and Its
Consequences"

Workshop Overview:

The "Navigating the Digital Age" workshop aims to shed light on the concept of digital
ignorance and its far-reaching consequences. In an era dominated by technology and online
interactions, understanding the impact of digital illiteracy is crucial. This workshop will
explore the various aspects of digital ignorance, including its effects on online identity,
cyberbullying, and the emerging phenomenon of nomophobia (fear of being without a
mobile phone). Participants will gain insights into recognising and addressing digital
ignorance, both personally and within their communities.

Workshop Objectives:

1. To define and understand the concept of digital ignorance.

13
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2. To explore the consequences of digital ignorance on individuals and society.

3. To examine the impact of digital ignorance on online identity and relationships.

4. To address the issue of cyberbullying and strategies for prevention.

5. To recognize the signs and consequences of nomophobia.

Erasmus+

6. To provide practical tips and techniques for managing technology use and fostering digital

literacy.

Workshop Duration: 1 full day (approximately 6-8 hours)
Workshop Structure:

Session 1: Introduction to Digital Ignorance (1 hour)

- Define digital ignorance and its various aspects.

- Discuss the demographic factors related to digital illiteracy.

- Explore how digital ignorance impacts individuals and society.

Session 2: Social Media and Identity Building (1.5 hours)

- Examine how social media influences the construction of online identities.

- Discuss the role of social orientation in creating digital personas.

- Explore the idea of multiple identities online.

Session 3: Understanding Cyberbullying (1.5 hours)
- Define cyberbullying and its various forms.
- Discuss the consequences of cyberbullying on victims.

- Provide strategies for recognising and addressing cyberbullying.

Lunch Break (1 hour)

Session 4: Nomophobia: Fear of Disconnecting (1 hour)
- Define nomophobia and its symptoms.
- Explore the impact of smartphone addiction on mental health.

- Discuss strategies for managing smartphone usage.

14
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Session 5: Recognising and Combating Digital Ignorance (1 hour)
- Provide practical tips for improving digital literacy.
- Encourage responsible online behaviour and safe technology use.

- Discuss the role of education and community support in addressing digital ignorance.

Session 6: Q&A and Group Discussion (1 hour)
- Allow participants to ask questions and share their experiences.
- Facilitate a group discussion on the workshop's key takeaways.

- Encourage participants to set personal goals for digital literacy and responsible technology
use.

Workshop Materials:

- Presentation slides

- Handouts on recognising cyberbullying and managing nomophobia
- Case studies and examples related to digital ignorance

- Flipcharts and markers for group discussions

Workshop Evaluation:

Participants will be asked to provide feedback on the workshop's effectiveness and their
understanding of digital ignorance and its consequences.

Follow-Up:

Provide participants with resources and reading materials on digital literacy, online safety,
and responsible technology use. Encourage ongoing discussions and support within their
communities to combat digital ignorance.

Handout 1: Recognising Cyberbullying
What is Cyberbullying?

Cyberbullying is the use of digital technology, such as smartphones, social media, or the
internet, to harass, intimidate, or harm others. It can take various forms, including verbal
abuse, threats, harassment, and the spreading of false or hurtful information online.

Signs of Cyberbullying:

1. Negative Online Interactions: Frequent negative comments, threats, or insults directed at
an individual through social media, email, or messaging apps.

15
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2. Impersonation: Someone pretending to be the victim, often creating fake profiles to
spread false information or engage in harmful behaviour.

3. Exclusion: Deliberate exclusion or isolation of an individual from online groups, chats, or
social circles.

4. Harassment: Repeated, unwanted, and aggressive messages or actions, causing emotional
distress to the victim.

5. Public Shaming: Posting embarrassing, private, or compromising information about
someone online with the intent to humiliate or degrade them.

6. Hate Speech: The use of derogatory language or discriminatory content targeting a
person's race, gender, religion, or other personal characteristics.

What to Do if You Experience Cyberbullying:
1. Don't Respond: Avoid engaging with the bully, as responding can escalate the situation.

2. Block and Report: Block the bully on social media or messaging apps and report the
abusive behaviour to the platform administrators.

3. Keep Evidence: Save screenshots, messages, or any evidence of cyberbullying. This
documentation may be needed if you decide to involve authorities.

4. Seek Support: Talk to a trusted friend, family member, or counselor about what you're
experiencing. They can provide emotional support and guidance.

5. Report to Authorities: If the cyberbullying involves threats or illegal activities, consider
reporting it to law enforcement.

Handout 2: Managing Nomophobia
What is Nomophobia?

Nomophobia, short for "No Mobile Phone Phobia," is the fear of being without a mobile
phone or losing access to the internet. It can lead to anxiety and stress, especially when
separated from your device.

Signs of Nomophobia:

1. Constant Checking: Feeling the need to check your phone or social media accounts
excessively, even in inappropriate situations.

2. Anxiety and Irritability: Experiencing anxiety or irritability when unable to use your phone
or access the internet.

3. Physical Symptoms: Physical symptoms like restlessness, sweating, or palpitations when
separated from your phone.

16
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4. Dependence: Relying heavily on your phone for daily tasks, including communication,
navigation, and entertainment.

5. Difficulty Disconnecting: Struggling to turn off or put away your phone, even when it
interferes with other activities.

Managing Nomophobia:

1. Set Boundaries: Establish designated phone-free times and zones, such as during meals or
before bedtime.

2. Digital Detox: Periodically disconnect from your phone and engage in activities that don't
involve screens.

3. Limit Notifications: Disable non-essential notifications to reduce the urge to check your
phone constantly.

4. Practice Mindfulness: Engage in mindfulness techniques, like deep breathing, to reduce
anxiety related to phone separation.

5. Seek Support: If nomophobia is severely impacting your daily life, consider seeking
support from a mental health professional.

CASE STUDIES:
Case Study 1: The Elderly and Digital Isolation

Background: In a small rural community, a group of elderly individuals had limited access to
digital technology and the internet. They were hesitant to learn because they believed it was
too complicated and not relevant to their lives.

Consequences of Digital Ignorance:

- Isolation: The elderly individuals missed out on connecting with family and friends who
used digital communication tools.

- Information Gap: They lacked access to valuable online information, such as healthcare
resources and news updates.

- Limited Engagement: They were excluded from virtual social gatherings and community
activities during the COVID-19 pandemic.

Solution: A local nonprofit organization organized digital literacy workshops tailored to
seniors. Participants learned how to use smartphones and basic internet tools, improving
their social connections and access to information.

17
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Case Study 2: Online Scams and Financial Loss

Background: An individual with limited digital literacy skills received an email claiming they
had won a lottery prize. Excited but unaware of online scams, they shared personal
information, including bank details.

Consequences of Digital Ignorance:
- Financial Loss: The individual lost a significant amount of money due to the scam.

- Identity Theft: Their personal information was compromised, leading to potential identity
theft.

- Emotional Distress: They experienced emotional distress and embarrassment as a result.

Solution: After falling victim to the scam, the individual sought help from cybersecurity
experts and learned about online safety practices to avoid future scams.

Case Study 3: Digital llliteracy in Education

Background: A teacher with limited digital literacy skills struggled to adapt to online teaching
platforms during the COVID-19 pandemic. They faced difficulties in delivering lessons
effectively and interacting with students.

Consequences of Digital Ignorance:

- Ineffective Teaching: The teacher's inability to use online tools hindered the quality of
education for their students.

- Frustration: Both students and the teacher experienced frustration due to technical
challenges.

- Learning Gaps: Some students fell behind in their studies due to a lack of proper online
instruction.

Solution: The school provided professional development opportunities for teachers to
improve their digital literacy skills, ensuring more effective online teaching.

Case Study 4: Social Media Misinformation

Background: A middle-aged individual, not well-versed in media literacy, regularly shared
false and misleading information on their social media profiles.

Consequences of Digital Ignorance:

- Misinformation Spread: The individual unknowingly contributed to the spread of fake news
and misinformation.

18
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- Damage to Reputation: Friends and contacts questioned their credibility and judgment.

- Polarization: Their online behaviour inadvertently fueled polarized discussions and
conflicts.

Solution: After being educated about media literacy and responsible sharing, the individual
became more discerning about the content they shared on social media and started fact-
checking before posting.

These case studies highlight how digital ignorance can have far-reaching consequences,
affecting various aspects of individuals' lives, from social connections to financial well-being.
They also demonstrate the importance of addressing digital literacy and promoting
responsible online behaviour.

3-) Workshop Title: "Understanding and Navigating Young People's Relationship with
Social Media"

Workshop Overview:

This workshop explores the complex relationship between young people and social media,
focusing on the impact of excessive digital technology use, the influence of platforms on
behaviour, and specific concerns related to TikTok. Participants will gain insights into the
challenges and consequences of social media engagement and learn strategies for
promoting responsible and balanced usage among young individuals.

Workshop Objectives:

1. To understand the limitations and negative aspects of social media use among young
people.

2. To examine how social media platforms influence the behaviour of young users.
3. To explore the unique challenges and concerns associated with TikTok.
4. To recognize the psychological impact and potential addiction related to social media.

5. To provide practical solutions and strategies for responsible social media engagement.

Workshop Duration: 1 full day (approximately 6-8 hours)
Workshop Structure:
Session 1: Introduction to Young People's Social Media Usage (1 hour)

- Provide an overview of the survey highlighting the limitations of social media use among
young individuals.

- Discuss the negative aspects, including distraction, lack of personal contact, illusory
connections, and addiction.

19
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Session 2: How Platforms Influence Behaviour (1.5 hours)

- Explore the positive and negative aspects of digital communities and social media for young
people.

- Discuss the influence of social media on staying connected, sharing interests, and
overcoming loneliness.

- Examine the challenges of being excessively tied to online tools.

Session 3: TikTok and Generation Z (2 hours)
- Dive into TikTok's unique features, algorithm, and impact on young users.
- Discuss TikTok as a source of information and its potential consequences.

- Examine the psychological impact of TikTok addiction and the theory of gratification.

Lunch Break (1 hour)

Session 4: Case Study - The Kia Challenge on TikTok (1.5 hours)

- Present the case study of the Kia Challenge on TikTok, highlighting its consequences and
dangers.

- Discuss the role of TikTok's algorithm in amplifying harmful content.

- Explore the responsibility of platforms in preventing dangerous challenges.

Session 5: Recognising and Promoting Responsible Social Media Use (1.5 hours)
- Provide practical tips for recognising signs of excessive social media usage and addiction.
- Offer strategies for setting healthy boundaries and time limits.

- Discuss the importance of critical thinking and media literacy skills.

Session 6: Q&A and Group Discussion (1 hour)
- Allow participants to ask questions and share their experiences.
- Facilitate a group discussion on ways to support young people in their social media usage.

- Encourage participants to brainstorm actionable solutions for promoting responsible online
behaviour.
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Workshop Materials:

- Presentation slides

- Handouts on recognising signs of social media addiction
- Case study materials on the Kia Challenge

- Flipcharts and markers for group discussions

Workshop Evaluation:

Participants will be asked to provide feedback on the workshop's effectiveness and their
understanding of young people's relationship with social media.

Follow-Up:

Provide participants with resources on media literacy, online safety, and responsible
technology use to support their efforts in promoting responsible social media usage among
young individuals. Encourage ongoing discussions and awareness-building within their
communities.

Handout: Recognising Signs of Social Media Addiction
Introduction:

Social media addiction can have a significant impact on mental health, well-being, and daily
life. It's essential to recognize the signs of addiction early to take steps towards healthier
digital habits. This handout outlines common signs of social media addiction.

Signs of Social Media Addiction:
1. Excessive Usage:

- Spending an excessive amount of time on social media platforms, often to the detriment of
other responsibilities or activities.

2. Frequent Checking:

- Constantly checking social media notifications, posts, or messages, even during work,
meals, or social interactions.

3. Neglecting Responsibilities:
- Failing to fulfil work, school, or family obligations due to social media usage.

4. Disrupted Sleep Patterns:
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- Staying up late or waking up during the night to check social media, leading to disrupted
sleep and fatigue.

5. Declining Productivity:

- A noticeable decline in productivity at work or school due to distractions caused by social
media.

6. Isolation:

- Withdrawal from real-life social interactions in favour of online connections, leading to
social isolation.

7. Mood Changes:

- Experiencing mood swings, anxiety, or irritability when unable to access social media or
when receiving negative online interactions.

8. Preoccupation:

- Constantly thinking about social media, planning the next post, or seeking validation
through likes and comments.

9. Failed Attempts to Cut Back:
- Repeatedly trying to reduce social media usage without success, indicating loss of control.
10. Neglected Interests:

- Losing interest in hobbies, activities, or personal relationships outside of the digital world.

What to Do if You Recognize These Signs:

1. Self-Assessment: Reflect on your social media usage and be honest with yourself about its
impact on your life.

2. Set Boundaries: Establish time limits for social media usage and stick to them.
3. Digital Detox: Take regular breaks from social media to regain balance in your life.

4. Seek Support: Talk to friends, family, or a mental health professional if you're struggling to
reduce your social media addiction.

5. Practice Mindfulness: Develop mindfulness techniques to stay present in the moment and
reduce the urge to constantly check social media.

6. Consider Apps: Use apps or features on your device that track screen time and provide
reminders to take breaks.
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CASE STUDIES
Case Study: The Kia Challenge on TikTok

This case study highlights the significant impact that social media challenges can have on
real-world events and emphasizes the importance of responsible platform management and
user behaviour.

Introduction:

In July 2022, a dangerous and illegal trend known as the "Kia Challenge" emerged on TikTok,
a popular social media platform. This challenge involved individuals sharing videos
demonstrating how to steal specific models of Hyundai and Kia vehicles using relatively
simple tools, such as a USB cable. This case study examines the consequences, implications,
and responses to the Kia Challenge.

Background:

The Kia Challenge began when a group of teenagers, known as the "Kia Boyz," posted a video
on TikTok showcasing how to start and steal a Kia vehicle with minimal effort. This initial
video gained significant attention and soon went viral. The challenge quickly spread across
the platform as users attempted to replicate the thefts and share their own videos.

Consequences and Impact:

1. Increased Car Thefts: The Kia Challenge had a direct impact on car theft rates in several
regions across the United States. Local authorities reported a significant increase in car theft
incidents, particularly targeting Hyundai and Kia vehicles. For example, Norfolk, Virginia, saw
a 35% increase in car thefts related to the challenge.

2. Recalls and Security Updates: The widespread dissemination of the theft techniques
prompted Hyundai and Kia to take immediate action. Both car manufacturers issued recalls
for approximately 8 million vehicles to implement security updates that would prevent the
ease of theft demonstrated in the TikTok videos.

3. Fatalities and Injuries: Tragically, the Kia Challenge resulted in several serious accidents
and fatalities. In Buffalo, New York, four teenagers aged 19, 17, 16, and 14 lost their lives in a
crash involving a stolen Kia. Authorities stated that the incident was "most likely related to
the Kia Challenge."

4. TikTok's Algorithm: TikTok's algorithm played a significant role in the challenge's
propagation. The platform's algorithm, fueled by the virality of content, continued to
maximize clicks on videos related to the Kia Challenge, creating a self-reinforcing cycle that
amplified the dangerous trend.

Response and Responsibility:

The Kia Challenge shed light on the potential consequences of social media platforms failing
to address harmful challenges and trends promptly. While users were primarily responsible

23



Co-funded by

the European Union e E ra Sm U S +

for creating and sharing the content, TikTok faced criticism for not taking swift action to
remove and discourage such content.

Lessons Learned:

1. Platform Responsibility: Social media platforms have a responsibility to monitor and
address harmful trends and challenges promptly. Algorithmic amplification of dangerous
content should be mitigated.

2. Community Awareness: Users should be educated about the potential real-world
consequences of their actions on social media. Awareness campaigns can help deter
participation in harmful challenges.

3. Law Enforcement: Law enforcement agencies should collaborate with social media
platforms to identify and track individuals promoting illegal activities or dangerous
challenges.

Conclusion:

The Kia Challenge serves as a stark reminder of the power and influence of social media
platforms in shaping behaviour and trends. While social media offers many benefits, it also
poses risks when not properly monitored and regulated. The challenge underscores the need
for responsible online behaviour and platform accountability to ensure the safety of users
and the broader community.

4-) Workshop title: "Why Social Media Behaviour Matters"

Workshop Overview:

This workshop is designed to explore the impact of social media behaviour on individuals
and the wider digital community. Participants will gain insights into the emotional,
psychological, and societal consequences of online interactions. The workshop will also
address the differences between face-to-face and online communication, community
building, and the concept of digital citizenship.

Workshop Objectives:

By the end of the workshop, participants should be able to:

1. Understand the emotional and psychological impact of social media on individuals.
2. Differentiate between face-to-face communication and social media interactions.

3. Recognize the importance of building positive online communities and fostering a healthy
online culture.

4. Embrace the principles of digital citizenship and responsible online behaviour.

24



Co-funded by

the European Union e E ra Sm U S +

Workshop Duration:

This workshop can be conducted in a single session lasting approximately 2-3 hours.
Workshop Agenda:

Session 1: Impact of Social Media on People (45 minutes)

- Introduction to the emotional and psychological impact of social media.

- Discussion on how social media can influence behaviour, emotions, and self-esteem.
- Exploration of studies linking excessive social media use to mental health issues.

- Group activity: Sharing personal experiences of social media's emotional impact.

Session 2: The Difference Between Face-to-Face and Online Communication (30 minutes)
- Explanation of the key differences between face-to-face and online interactions.
- Discussion on the role of non-verbal cues in communication.

- Group activity: Comparing a face-to-face conversation with an online chat.

Session 3: Community Building and Online Culture (45 minutes)
- Introduction to the concept of online communities.
- Discussion on the impact of community behaviour on the overall online culture.

- Exploration of how collaboration, knowledge sharing, and positive behaviour contribute to
a healthy online community.

- Group activity: Identifying positive and negative online community behaviours.

Session 4: Digital Citizenship (45 minutes)

- Explanation of digital citizenship and its importance.

- Discussion on critical thinking, media literacy, and evaluating online information.

- Exploration of digital footprints, online reputation, and the consequences of online actions.

- Group activity: Creating a digital citizenship pledge.

Workshop Materials:
- Presentation slides

- Whiteboard or flipchart
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- Markers
- Handouts on digital citizenship and responsible online behaviour
Workshop Facilitation Tips:

- Encourage active participation through group discussions, sharing personal experiences,
and interactive activities.

- Foster a safe and inclusive environment for open dialogue and questions.

- Use real-life examples and case studies to illustrate key points.

- Highlight the positive aspects of social media while addressing its challenges.
Conclusion:

This workshop aims to empower participants with a deeper understanding of the
significance of social media behaviour and its impact on individuals and communities. By
promoting responsible online conduct and digital citizenship, participants can contribute to a
more positive and respectful digital environment.

Handout: Digital Citizenship and Responsible Online Behaviour
What is Digital Citizenship?

Digital citizenship refers to the responsible and ethical use of technology and the internet. It
involves understanding and adhering to the principles of good digital behaviour, respecting
the rights and privacy of others, and being aware of the consequences of your online
actions. Just as you are a citizen in your physical community, you are also a citizen in the
digital world.

Why Digital Citizenship Matters

1. Critical Thinking: Digital citizenship encourages you to think critically about the
information you encounter online. It involves evaluating the credibility and reliability of
sources, questioning biases, and seeking diverse perspectives. This helps you make informed
decisions and engage in intelligent discussions.

2. Online Reputation: Your online actions and interactions can have long-term consequences
on your personal and professional life. What you post, comment, and share on social media
can influence your digital reputation. Being mindful of your online presence is essential.

3. Privacy and Security: Protecting your personal information and online security is a
fundamental aspect of digital citizenship. Understanding privacy settings, managing personal
data responsibly, and avoiding actions that compromise online security are key principles.
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Principles of Digital Citizenship

1. Respect for Others: Treat others online with the same respect and kindness you would in
person. Avoid cyberbullying, harassment, and offensive language.

2. Think Before You Post: Before sharing anything online, consider the potential impact of
your words or images. Remember that once something is online, it can be challenging to
remove.

3. Respect Privacy: Always respect the privacy settings and personal boundaries of others.
Do not share private information about yourself or others without consent.

4. Fact-Checking: Verify the accuracy of information before sharing it. Avoid spreading false
or misleading content.

5. Online Etiquette: Follow good online etiquette, which includes being polite, using
appropriate language, and refraining from overusing caps or exclamation marks.

6. Cybersecurity: Protect your online accounts with strong passwords, and be cautious of
phishing attempts and scams. Keep your devices and software updated.

7. Digital Footprint: Be aware that your online actions contribute to your digital footprint.
Your digital footprint can impact future opportunities, so be mindful of what you post.

Responsible Social Media Behaviour

1. Think Twice, Post Once: Before posting anything on social media, consider if it is kind,
respectful, and adds value to the conversation.

2. Respect Differences: People on social media may have diverse backgrounds and opinions.
Be open to listening and engaging in constructive discussions.

3. Avoid Over-Sharing: While sharing parts of your life is natural, be cautious not to reveal
too much personal information that could compromise your privacy.

4. Report Abuse: If you encounter cyberbullying, harassment, or inappropriate content,
report it to the platform administrators or authorities when necessary.

Conclusion

Being a responsible digital citizen means using technology and social media in a way that
benefits both you and the broader online community. By following these principles, you can
contribute to a safer, more respectful, and more informed digital environment. Remember
that your online actions have real-world consequences, so make choices that reflect your
values and ethics.
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5- Workshop: Understanding and Addressing Negative Behaviour on Social Media

Workshop Objectives:
- To educate participants about the various forms of negative behaviour on social media.

- To raise awareness about the consequences of negative online actions for individuals and
communities.

- To provide strategies for promoting positive online behaviour and combating negativity.
- To encourage responsible digital citizenship and respectful online interactions.
Workshop Agenda:

Session 1: Introduction (15 minutes)

- Welcome and icebreaker activity to set a positive tone.

- Brief overview of the workshop objectives and topics to be covered.

Session 2: The Most Used Negative Online Actions (20 minutes)

- Explanation of various negative online behaviours, including bullying, harassment,
exclusion, aggressive language, and victim shaming.

- Real-life examples and case studies to illustrate the impact of these behaviours on
individuals.

- Discussion on the importance of recognising and addressing negative behaviour.

Session 3: Sharing Discriminatory Content (15 minutes)
- Understanding hate speech, stereotypes, trolling, and discriminatory humor.
- Group discussion on the harmful effects of sharing discriminatory content.

- Emphasis on promoting inclusivity and respect for diversity.

Session 4: Posting Fake News (20 minutes)

- Identifying fake news and its different forms, including rumors, false information,
conspiracy theories, and click fraud.

- Tips for critical thinking and fact-checking before sharing information online.

- The role of responsible information sharing in combating misinformation.
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- Defining online abuse, which includes harassment, hate speech, trolling, and cyberstalking.

- Discussing the emotional and mental health consequences of online abuse.

- Strategies for reporting and addressing abusive behaviour on social media.

Session 6: Posting a Photo Without Permission (15 minutes)
- Exploring privacy violations related to sharing unauthorized photos.
- Understanding the legal and emotional implications of posting photos without consent.

- Encouraging respect for individuals' privacy and consent online.

Session 7: Promoting Positive Online Behaviour (20 minutes)
- Strategies for creating a more positive online environment.
- Emphasizing empathy, kindness, and digital citizenship.

- Encouraging participants to take responsibility for their online actions.

Session 8: Q&A and Discussion (20 minutes)
- Open floor for questions, comments, and sharing personal experiences.

- Group discussion on participants' insights and action plans for promoting positive online
behaviour.

- Recap of key takeaways from the workshop.

Session 9: Conclusion and Call to Action (10 minutes)
- Summarizing the workshop's main points and lessons.

- Encouraging participants to spread awareness about responsible online behaviour within
their social networks.

- Sharing resources and support channels for those affected by online negativity.

Session 10: Feedback and Evaluation (10 minutes)
- Collecting feedback from participants through surveys or open discussions.

- Gathering suggestions for future workshops or topics of interest.
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- Thanking participants for their engagement and commitment to promoting a safer online
environment.

Workshop Materials:

- Presentation slides with visuals, examples, and case studies.

- Handouts summarizing key points, tips, and resources.

- Whiteboard or flipchart for brainstorming and group discussions.

- Internet access for demonstrating online resources and examples.

Handout: Responsible Online Behaviour and Addressing Negative Behaviour on social
media

Key Points:
1. Recognize Negative Behaviour:

- Understand various forms of negative online actions, including bullying, harassment, hate
speech, and fake news.

- Awareness is the first step in addressing these issues effectively.
2. Consequences Matter:

- Negative online actions can have real-world consequences for individuals, including
emotional distress, harm to reputation, and legal implications.

- Communities and society as a whole can suffer from division, hatred, and misinformation.
3. Empathy and Respect:
- Promote empathy and respect for others in all online interactions.

- Remember that there are real people with feelings and experiences behind online
profiles.

4. Responsible Information Sharing:
- Verify information before sharing it online to prevent the spread of fake news.
- Fact-check and critically evaluate sources before accepting or sharing information.
5. Reporting and Intervention:
- Report abusive behaviour to the platform and appropriate authorities when necessary.

- Intervene if you witness negative behaviour by supporting the victim and encouraging
positive communication.
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Tips for Responsible Online Behaviour:
1. Think Before You Post:
- Consider the potential impact of your words and actions on others.
- Avoid sharing content that may be offensive or harmful.
2. Respect Privacy:
- Obtain permission before posting photos or personal information about others.
- Be mindful of sharing location data or sensitive details.
3. Be a Digital Citizen:
- Understand your rights and responsibilities online.
- Promote ethical behaviour and help create a safe online community.
4. Engage Constructively:
- Engage in respectful debates and discussions.
- Avoid confrontational language and personal attacks.
5. Support Positive Content:
- Share positive stories and content that uplifts and informs.

- Encourage a culture of kindness and inclusion.

Resources for Responsible Online Behaviour:

1. https://www.commonsensemedia.org:

- Offers resources for parents, educators, and students on digital citizenship and online
safety.

2. https://cyberbullying.org:

- Provides research and tools to combat cyberbullying and promote online safety.
3. https://www.snopes.com:
- A fact-checking website to verify the accuracy of online information.

4. https://www.stopbullying.gov:

- Information and resources to prevent and address bullying.

5. https://www.stopbullying.gov/cyberbullying/how-to-report :

- Guidelines on how to report cyberbullying incidents.
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Developing a workshop on the impact of negative online behaviours can help participants
understand the seriousness of these issues and learn how to address them effectively.

6-) Workshop Title: "Understanding and Addressing the Impact of Negative Online
Behaviours"

Workshop Objectives:

1. To raise awareness about the various forms of negative online behaviours and their
consequences.

2. To explore the impact of negative online behaviours on different victim groups.
3. To discuss the spread of misinformation and disinformation and its societal consequences.

4. To provide practical strategies for addressing negative online behaviours and promoting
online safety.

Workshop Agenda:
Session 1: Understanding Negative Online Behaviours (30 minutes)
- Introduction to the workshop and its objectives.

- Definition and examples of negative online behaviours (e.g., cyberbullying, harassment,
hate speech, fake news).

- Discussion on the prevalence of negative online behaviours and their impact on individuals
and communities.

Session 2: Impact on Different Victim Groups (40 minutes)

- Presentation on how negative online behaviours affect individuals, businesses, women,
minority groups, and celebrities.

- Real-life case studies and stories highlighting the emotional, psychological, and financial
consequences.

- Group discussions on the role of empathy and support in mitigating these impacts.

Session 3: Age-Specific Impacts (30 minutes)

- Breakdown of the impact of negative online behaviours on children, teenagers, and adults.
- Interactive activities to understand the unique challenges faced by each age group.

- Strategies for parents, educators, and peers to protect and support young victims.

Session 4: The Spread of Misinformation and Disinformation (40 minutes)
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- Definition and examples of misinformation and disinformation.

- Discussion on the societal consequences of false information on public opinion, trust, and
health.

- Fact-checking and critical thinking exercises to combat misinformation.

Session 5: Strategies for Addressing Negative Online Behaviours (45 minutes)

- Practical tips for responsible online behaviour.

- Reporting mechanisms for online abuse and harassment.

- Group activities to brainstorm solutions for creating a safer online environment.

- Resources and support networks for victims and bystanders.

Session 6: Q&A and Closing Remarks (15 minutes)

- Open floor for questions, comments, and sharing personal experiences.

- Recap of key takeaways and actionable steps.

- Encouragement to spread awareness and promote responsible online behaviour.
Workshop Materials:

- Presentation slides with statistics, case studies, and interactive activities.

- Handouts summarizing key points, reporting mechanisms, and online safety tips.
- Fact-checking resources and examples of misinformation and disinformation.

- Case study materials showcasing the impact on different victim groups.

- Feedback forms for participants to provide input and suggestions.

Workshop Facilitator:

- A knowledgeable and empathetic facilitator experienced in online safety and digital
citizenship.

Additional Notes:

- Encourage participants to share their experiences and insights while maintaining a safe and
respectful environment.

- Provide resources and contact information for relevant organizations, helplines, and
support services.

- Emphasize the importance of ongoing conversations about responsible online behaviour
and online safety.

By conducting this workshop, you can empower participants to recognize and combat
negative online behaviours while promoting a culture of empathy, respect, and responsible
digital citizenship.
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7-) Workshop Title: "Promoting Responsible Communication on Social Media"

Workshop Objectives:

1. To educate children and teenagers about the importance of respecting privacy on social
media.

2. To encourage participants to think critically before posting content online.

3. To foster empathy and respect in online interactions.

4. To empower participants to report concerning online behaviour.

5. To provide resources for educating and raising awareness about social media in schools.
Workshop Agenda:

Session 1: Introduction and Privacy Awareness (30 minutes)

- Introduction to the workshop's objectives and importance.

- Discussion on the significance of respecting others' privacy online.

- Interactive activity on the potential consequences of sharing personal information without
consent.

Session 2: Think Before You Post (40 minutes)

- Presentation on the impact of online posts on others and oneself.

- Critical thinking exercises on evaluating the potential harm of a social media post.
- Group discussions on responsible online content creation.

Session 3: Empathy and Respect Online (30 minutes)

- Importance of using respectful language and considering others' feelings online.
- Role-play exercises to practice empathetic and respectful online interactions.

- Group discussions on ways to create a positive online environment.

Session 4: Reporting and Online Safety (45 minutes)

- Explanation of reporting mechanisms for concerning online behaviour.

- Practical steps for reporting cyberbullying, harassment, or online abuse.

- Sharing of real-life examples and success stories of reporting.

- Overview of online safety measures, including privacy settings and avoiding online
predators.

Session 5: Educating and Raising Awareness in Schools (40 minutes)

- Discussion on the role of schools in educating children and teenagers about social media.
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- Strategies for integrating digital citizenship and online safety into school curricula.
- Sharing of resources and best practices for teachers and parents.

Session 6: Q&A and Closing Remarks (15 minutes)

- Open floor for questions, comments, and sharing personal experiences.

- Recap of key takeaways and action items.

- Encouragement for participants to share their learnings with peers and within their school
communities.

Workshop Materials:

- Presentation slides with engaging visuals and interactive activities.

- Handouts summarizing key points, reporting guidelines, and online safety tips.
- Role-play scenarios for practicing empathetic online interactions.

- Resources and links to educational materials for schools and parents.
Workshop Facilitator:

- A knowledgeable and experienced facilitator with expertise in online safety and digital
citizenship.

Additional Notes:

- Emphasize the importance of ongoing conversations about responsible online behaviour
within families and schools.

- Encourage participants to share what they've learned with their peers and school staff.

- Provide contact information for relevant organizations and helplines for reporting and
support.

By conducting this workshop, you can empower children and teenagers with the knowledge
and skills needed to navigate the digital world responsibly, respectfully, and safely.

ROLE PLAY MATERIAL:

Role-play scenarios are effective tools for helping individuals, especially children and
teenagers, practice empathetic online interactions. They allow participants to step into
different roles and simulate various online situations, helping them understand the impact
of their words and actions on others. Here are some role-play scenarios designed to
promote empathy and respectful communication on social media:

Scenario 1: The Cyberbullying Intervention

Participants: A victim (A), a cyberbully (B), and a supportive friend (C).
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Instructions:

- A plays the role of the victim who has been receiving hurtful messages from B.

- B plays the role of the cyberbully who has been sending these hurtful messages.

- C plays the role of a supportive friend who wants to intervene and mediate the situation.
Objectives:

- A can express their feelings and emotions about the cyberbullying.

- B can reflect on the impact of their hurtful messages on A.

- C can mediate the conversation, encourage empathy, and guide B toward understanding
the consequences of their actions.

Scenario 2: Misunderstood Intentions

Participants: Two friends (A and B).

Instructions:

- A posts a status update or comment that could be interpreted in different ways.
- Bresponds to A's post, but their interpretation differs from A's intentions.
Objectives:

- A can practice explaining their original intentions.

- B can practice asking for clarification rather than making assumptions.

- Both participants can understand how miscommunication can occur online and the
importance of seeking clarification.

Scenario 3: Supportive Response to a Sensitive Post

Participants: A person sharing a personal struggle (A) and a supportive friend (B).
Instructions:

- A posts about a personal challenge, such as mental health issues or family problems.
- B responds with empathy and support.

Objectives:

- A can experience the positive impact of receiving empathetic responses when sharing
personal struggles.

- B can practice responding with kindness and empathy when a friend is going through a
difficult time.

Scenario 4: Handling a Negative Comment

Participants: A social media user (A) and someone who left a negative comment (B).
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Instructions:

- A shares a post or comment on a topic open to discussion.

- B leaves a negative comment expressing disagreement or criticism.
Objectives:

- A can practice responding calmly and respectfully to criticism or negativity.

- B can reflect on the impact of their negative comment and consider more constructive
ways to express disagreement.

Scenario 5: Reporting Concerning Behaviour

Participants: A person witnessing concerning behaviour (A), the person exhibiting concerning
behaviour (B), and a social media platform moderator (C).

Instructions:

- A notices that B is engaging in cyberbullying or harassment in a public discussion.
- A reports the behaviour to C, the platform moderator.

Objectives:

- A can practice recognising and taking action against concerning behaviour.

- B can understand the consequences of their actions when reported.

- C can demonstrate the role of platform moderators in maintaining online safety.

These role-play scenarios allow participants to practice empathetic responses, conflict
resolution, and responsible reporting of concerning behaviour. They create a safe space for
learning and help individuals develop the skills needed to promote positive and respectful
online interactions.

Handout summarizing key points, reporting guidelines, and online safety tips:
Title: Promoting Safe and Respectful Online Interactions
Key Points:

1. Respect Privacy: Always seek permission before sharing personal information, such as
photos or contact details, online.

2. Think Before You Post: Consider the potential impact of your posts and avoid sharing
sensitive or hurtful content.

3. Use Respectful Language: Use language that is considerate and respectful of others,
avoiding offensive or derogatory words.
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4. Empathy Matters: Listen to others, seek to understand their perspective, and offer
support and encouragement when needed.

5. Reporting Concerning Behaviour: Report any online behaviour that is harmful, abusive, or
violates platform guidelines.

Reporting Guidelines:
If you encounter concerning online behaviour, follow these reporting guidelines:

1. Document the Evidence: Keep records of the behaviour, including screenshots,
timestamps, and relevant URLs.

2. Report to the Platform: Use the platform's reporting feature to report the behaviour.
Provide detailed information and evidence.

3. Inform Trusted Adults: If you're a minor, inform a trusted adult about the situation and
seek their guidance.

4. Contact Authorities: If the behaviour involves threats, harassment, or illegal activities,
consider reporting it to law enforcement.

Online Safety Tips:
Here are some tips to stay safe and promote a positive online environment:

1. Use Strong Passwords: Create strong, unique passwords for your accounts, and enable
two-factor authentication when possible.

2. Check Privacy Settings: Regularly review and adjust your privacy settings on social media
platforms to control who can see your information.

3. Be Cautious with Personal Info: Avoid sharing personal information, such as your address
or phone number, with strangers online.

4. Think Before You Share: Consider the consequences before sharing photos or information
about yourself or others online.

5. Verify Information: Double-check information and news sources to avoid spreading false
or misleading content.

6. Practice Empathy: Treat others online as you would in person, with kindness, respect, and
understanding.

7. Report Concerns: If you witness concerning behaviour, report it to the platform and, if
necessary, involve authorities.
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8-) Workshop Title: Promoting Human Rights Policy on social media

Duration: 2 hours

Workshop Objectives:

- To understand the significance of human rights on social media.

- To explore the major components of social media human rights policies.

- To encourage responsible and respectful online behaviour.

- To equip participants with tools to report human rights violations on social media.
- To foster awareness and advocacy for human rights in online spaces.

Agenda:

Session 1: Introduction to Human Rights on social media (20 minutes)

- Welcome and Icebreaker: Participants introduce themselves and share their favourite
social media platforms.

- Presentation: Understanding the concept of human rights policy on social media.

- Group Discussion: Why is it essential to protect and promote human rights on social
media? Share personal experiences or observations.

Session 2: Major Components of Social Media Human Rights Policy (30 minutes)

- Presentation: Exploring the key components of social media human rights policies,
including freedom of expression, privacy, combating hate speech, content moderation, and
more.

- Case Study Analysis: Participants examine real-life examples of social media human rights
violations and discuss how these components apply.

Session 3: Responsible and Respectful Online Behaviour (20 minutes)

- Interactive Activity: Role-play scenarios to practice empathetic online interactions and
responsible content sharing.

- Group Discussion: Share experiences and strategies for promoting positive online
behaviour.

Session 4: Reporting Human Rights Violations (15 minutes)

- Presentation: Guidelines on reporting concerning online behaviour and human rights
violations.

- Q&A: Participants can ask questions and seek clarification on reporting procedures.

Session 5: Advocacy for Human Rights on Social Media (25 minutes)
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- Group Activity: Participants brainstorm ideas for promoting human rights on social media
platforms.

- Presentation: Examples of successful online advocacy campaigns for human rights.

- Action Plan: Participants outline their own ideas and commit to advocating for human
rights online.

Session 6: Workshop Wrap-up and Evaluation (10 minutes)
- Summary: Key takeaways from the workshop.
- Participant Feedback: Collect feedback on the workshop content, format, and facilitation.

- Closing Remarks: Encouragement for participants to apply what they've learned and be
responsible digital citizens.

Materials Needed:

- Projector and screen for presentations.

- Handouts summarizing key points, reporting guidelines, and online safety tips.
- Whiteboard and markers for interactive activities.

- Laptops or mobile devices for live demonstrations.

- Internet access for real-time examples and online campaigns.

Facilitator Tips:

- Foster a safe and inclusive environment for discussions.

- Encourage active participation and sharing of personal experiences.

- Emphasize the importance of empathy, respect, and responsible online behaviour.
- Provide real-world examples to illustrate concepts.

- Promote critical thinking and problem-solving skills.

- Inspire participants to become advocates for human rights in online spaces.

By the end of this workshop, participants should have a clear understanding of human rights
policy on social media, the tools to report violations, and the motivation to contribute
positively to online communities while advocating for human rights.
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Module 2 - DIGITAL SKILLS: INTRODUCTION TO DIGICOMP

1-) Workshop Title: Empowering Digital Skills for the Modern World

Duration:2 hours

Workshop Objectives:

- To define and understand digital skills and their importance in today's world.

- To explore the key components of the DigiComp framework.

- To highlight the top 10 employable digital skills.

- To provide hands-on experience and practical knowledge in various digital skills areas.
Agenda:

Session 1: Introduction to Digital Skills (20 minutes)

- Welcome and Icebreaker: Participants introduce themselves and share their familiarity with
digital skills.

- Presentation: Definition of digital skills and their significance in the modern world.

- Group Discussion: Why are digital skills essential for students and professionals?
Session 2: Exploring the DigiComp Framework (30 minutes)

- Presentation: Overview of the DigiComp framework, its five areas, and 21 competences.

- Case Study Analysis: Participants examine real-life examples of how DigiComp competences
can be applied.

- Q&A: Addressing participants' questions and clarifications.
Session 3: Hands-on Digital Skills Workshops (40 minutes)

- Breakout Sessions: Participants split into groups and rotate through different workshops
focusing on the top 10 employable digital skills. Workshops can include:

- Social Media: Creating and optimizing a social media post.

- Search Engine Marketing (SEM): Designing a basic SEM campaign.

- Analytics: Analysing data to make informed marketing decisions.

- Content Marketing: Creating a blog post or social media content.

- Email Marketing: Designing an engaging email marketing campaign.

- Mobile Marketing: Optimizing content for mobile devices.

- Information and Data Literacy: Conducting online research and evaluating sources.

- Communication and Collaboration: Collaborative online activities.
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- Digital Content Creation: Creating and editing digital content.
- Safety: Identifying and addressing online safety and privacy concerns.
Session 4: Sharing Workshop Outcomes (15 minutes)

- Group Presentations: Each group shares their workshop outcomes, challenges faced, and
what they learned.

- Peer Feedback: Participants provide constructive feedback to each other.
Session 5: Practical Application and Next Steps (20 minutes)

- Reflection: Participants discuss how they can apply the digital skills they've learned in their
education or careers.

- Action Planning: Each participant outlines specific steps they will take to improve their
digital skills.

- Resources: Provide a list of online resources and courses for continuous learning.

Session 6: Workshop Wrap-up and Evaluation (15 minutes)

- Summary: Key takeaways from the workshop.

- Participant Feedback: Collect feedback on the workshop content, format, and facilitation.

- Closing Remarks: Encouragement for participants to continue developing their digital skills
and adapt to the evolving digital landscape.

Materials Needed:

- Projector and screen for presentations.

- Workshop handouts summarizing key points, resources, and practical exercises.
- Laptops or mobile devices for hands-on workshops.

- Internet access for online activities.

- Whiteboard and markers for group discussions and presentations.
Facilitator Tips:

- Keep the hands-on workshops engaging and interactive.

- Encourage participants to ask questions and seek clarification.

- Highlight the real-world applications and benefits of each digital skill.
- Promote collaboration and knowledge sharing among participants.

- Emphasize the importance of continuous learning and adaptation in the digital age.
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- Provide guidance on where participants can further develop their digital skills after the
workshop.

By the end of this workshop, participants should have a better understanding of digital skills,
hands-on experience in various digital skill areas, and a clear action plan for improving and
applying these skills in their education and careers.

WORKSHOP SAMPLE MATERIALS:
Digital Skills Workshop Handout
Key Points:

1. What Are Digital Skills?

- Digital skills encompass a wide range of abilities, including using digital tools, navigating
online platforms, and understanding the digital landscape.

2. Importance of Digital Skills:

- Digital skills are crucial in today's world for education, career advancement, and staying
connected.

- They enhance employability and open opportunities in various fields.
3. The DigComp Framework:
- The DigComp framework identifies five key areas of digital competence:
- Information and data literacy
- Communication and collaboration
- Digital content creation
- Safety
- Problem-solving
- Each area consists of specific competences that contribute to overall digital skills.
4. Top 10 Employable Digital Skills:
1. Social Media
2. Search Engine Marketing (SEM)
3. Analytics
4. Content Marketing

5. Email Marketing
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6. Mobile Marketing

7. Information and Data Literacy

8. Communication and Collaboration
9. Digital Content Creation

10. Safety

Resources:

DigComp Framework:

- Explore https://joint-research-centre.ec.europa.eu/digcomp/digcomp-framework en in
detail for a comprehensive understanding of digital competence.

Online Courses:

- Platforms like Coursera, edX, and LinkedIn Learning offer a wide range of courses on digital
marketing, analytics, and more.

Digital Marketing Tools:

- Familiarize yourself with tools like Google Analytics, Hootsuite, and Mailchimp for practical
experience.

Practical Exercises:
1. Social Media Simulation:

- Create a fictional social media campaign for a product or cause. Use platforms like
Facebook, Twitter, or Instagram.

2. SEM Campaign Design:

- Develop a basic SEM campaign using Google Ads. Choose keywords, set a budget, and
create ad copy.

3. Data Analysis:

- Analyse website traffic using Google Analytics. Interpret data to identify trends and areas
for improvement.

4 .Content Creation:

- Write a blog post or create a short video on a topic of interest. Focus on engaging and
informative content.

5. Email Marketing:

- Design a sample email newsletter using a platform like Mailchimp. Include compelling
content and visuals.

6. Mobile Optimization:
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- Optimize a webpage for mobile devices. Ensure it loads quickly and displays correctly on
various screen sizes.

7. Information Research:

- Choose a topic and conduct online research. Evaluate the credibility of sources and compile
useful information.

8. Collaboration Exercise:

- Collaborate with a partner on a small project using online collaboration tools like Google
Docs or Trello.

9. Digital Content Creation:

- Create a simple infographic or visual representation of data using free online tools like
Canva or Piktochart.

10. Online Safety Assessment:

- Identify potential online safety risks and develop strategies to protect personal information
and privacy.
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Module 3 - HOW TO GET INFORMATION ONLINE CORRECTLY

1-) Password Mastery Workshop: Strengthening Your Digital Fortresses

In today's digital age, where most of our lives are intertwined with the online world, the
importance of strong, unique passwords cannot be overstated. With countless online
accounts, from email to banking, social media, and e-commerce, safeguarding your digital
identity is paramount. The Password Mastery workshop is designed to equip participants
with the knowledge and skills needed to create and manage robust passwords effectively.
This hands-on session explores the art of crafting strong, unique passwords and introduces
participants to the benefits of password managers.

Workshop Objectives:

1. Understanding Password Security: Participants will gain insights into the significance of
strong passwords, the risks of weak ones, and the role of password management in
cybersecurity.

2. Creating Strong Passwords: Practical techniques and guidelines for generating secure,
memorable passwords will be shared, empowering participants to develop their own.

3. Utilizing Password Managers: Introduction to password manager tools, their advantages,
and step-by-step guidance on setting up and using them.

Workshop Agenda:
Session 1: The Password Conundrum

-1.1 Password Importance: Exploring the significance of passwords as the first line of defence
against cyber threats.

- 1.2 Password Vulnerabilities: Understanding the common pitfalls and vulnerabilities of
weak passwords.

- 1.3 Password Management: Introducing the concept of password management and its
benefits.

Session 2: Crafting Strong and Unique Passwords

- 2.1 Password Composition: Guidelines for creating complex passwords that are both strong
and memorable.

- 2.2 Passphrases: Exploring the concept of passphrases as an effective alternative to
traditional passwords.

- 2.3 Avoiding Common Mistakes: Identifying and avoiding common password mistakes.

Session 3: Introduction to Password Managers
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- 3.1 What Are Password Managers? Understanding the role and functionality of password
manager tools.

- 3.2 Benefits of Password Managers: Exploring the advantages of using a password
manager.

- 3.3 Setting Up a Password Manager: Step-by-step guidance on installing and configuring a
password manager.

- 3.4 Using a Password Manager: Hands-on practice for generating, storing, and auto-filling
passwords using a password manager.

Practical Exercises:

1. Password Creation Challenge: Participants will practice creating strong and memorable
passwords following the provided guidelines.

2. Passphrase Creation: An interactive activity where participants will craft secure
passphrases.

3. Password Manager Setup: Step-by-step walkthrough of installing and configuring a
password manager application.

4. Password Management: Hands-on experience in generating, storing, and auto filling
passwords using a password manager.

Key Takeaways:

- Participants will leave the workshop with a clear understanding of password security and
the ability to create strong, unique passwords.

- They will be equipped with the skills to set up and utilize password manager tools
effectively.

- Participants will have practical experience in managing their digital identities and
enhancing their overall online security.

By mastering the art of password security and embracing password managers, participants
will be better prepared to protect their online presence, mitigating the risks associated with
weak or reused passwords. In a world where digital threats are ever-present, password
mastery is a critical skill for safeguarding personal and professional information.

Digital Literacy Quiz: Navigating the Information Landscape

In today's digital age, the ability to discern fact from fiction, credible sources from unreliable
ones, is an essential skill. Misinformation, fake news, and sensationalized content can spread
like wildfire online, influencing public opinion and decision-making. The Digital Literacy Quiz
is a fun and interactive way to challenge participants' digital literacy and critical thinking
skills. By testing their ability to identify fake news and credible sources, this quiz empowers
individuals to become more discerning consumers of online information.
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Quiz Objectives:

1. Assessing Digital Literacy: Evaluate participants' knowledge of digital literacy concepts,
including recognising misinformation and credible sources.

2. Promoting Critical Thinking: Encourage participants to think critically about the
information they encounter online and make informed judgments.

3. Raising Awareness: Create awareness about the prevalence of fake news and the
importance of responsible information consumption.

Quiz Structure:

The Digital Literacy Quiz consists of multiple-choice questions and true/false statements.
Participants can answer individually or in teams, promoting healthy competition and
discussion. The quiz is divided into several categories to cover various aspects of digital
literacy:

Category 1: Identifying Fake News

- Question 1: True or False — Fake news is always easy to identify because it contains obvious
errors.

- Question 2: Which of the following is a common characteristic of fake news? (Multiple
choice)

- Question 3: What is clickbait, and how does it relate to fake news? (Short explanation)

Category 2: Evaluating Sources

- Question 4: True or False — Information from a well-known news organization is always
credible.

- Question 5: Which of the following sources is generally considered more credible?
(Multiple choice)

- Question 6: Explain why evaluating the author's expertise is important when assessing the
credibility of a source. (Short explanation)

Category 3: Fact-Checking and Verification

- Question 7: True or False — You should share information on social media without verifying
it if it aligns with your beliefs.

- Question 8: What steps can you take to verify the accuracy of a news article before sharing
it? (Short list)

- Question 9: Why is fact-checking essential in the digital age? (Short explanation)
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Category 4: Critical Thinking and Media Literacy

- Question 10: True or False — Critical thinking skills are not necessary when consuming
online content.

- Question 11: How can critical thinking help individuals become more responsible
consumers of information? (Short explanation)

- Question 12: Share an example of a time when critical thinking helped you avoid
misinformation or fake news. (Personal reflection)

Scoring and Discussion:

After completing the quiz, participants can tally their scores and discuss the correct answers.
The quiz leader can provide explanations and insights into each question to facilitate a
deeper understanding of digital literacy concepts.

Key Takeaways:
- Participants will enhance their ability to recognize fake news and credible sources.
- They will develop critical thinking skills that apply to their online information consumption.

- The quiz promotes awareness of the importance of fact-checking and responsible sharing in
the digital age.

The Digital Literacy Quiz serves as an engaging and informative tool to reinforce the
principles of digital literacy and critical thinking. By honing these skills, participants are
better equipped to navigate the complex and sometimes deceptive digital information
landscape, making informed decisions, and contributing to a more informed society.

2-) Workshop title: Defending Against Online Threats

Workshop Overview:

Online threats pose a significant risk to individuals, businesses, and society. This workshop
aims to educate participants about various types of online threats and provide them with
the knowledge and tools to recognize warning signs. Additionally, participants will learn the

consequences of ignoring online threats and discover effective strategies for defending
against them.

Workshop Objectives:

1. Awareness of Online Threats: Educate participants about different types of online threats,
including phishing, malware, identity theft, and cyberbullying.
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2. Warning Sign Recognition: Help participants develop the ability to recognize warning signs
of potential online threats, scams, or malicious activities.

3. Consequences of Ignoring Threats: Highlight the real-world consequences of ignoring
online threats, both for individuals and organizations.

4. Defensive Strategies: Provide practical strategies and best practices for defending against
online threats and maintaining digital security.

Materials Needed:

- Presentation slides

- Whiteboard and markers

- Handouts (online threats overview, warning signs checklist, defensive strategies guide)
- Computers or smartphones for practical exercises

- Internet access for live demonstrations

Workshop Structure:

1: Types of Online Threats (20 minutes)

- Presentation slides on common online threats.

- Real-world examples and case studies.

- Assignment: Participants research and provide examples of online threats not covered in
the presentation.

2: Recognising Warning Signs (25 minutes)
- Presentation on identifying warning signs of potential online threats.

- Interactive exercises: Participants analyse sample emails and messages for suspicious
elements.

- Assighment: Participants receive a list of online messages and emails and identify potential
warning signs.

3: Consequences of Ignoring Threats (20 minutes)
- Discussion on the far-reaching consequences of ignoring online threats.
- Case studies highlighting the impact of online threats.

- Assignment: Participants write a short reflection on the potential consequences of online
threats on their personal or professional lives.
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4: Defensive Strategies (35 minutes)
- Presentation on practical strategies and best practices for defending against online threats.

- Topics include password security, software updates, two-factor authentication, safe
browsing habits, and privacy settings.

- Assignment: Participants perform a "privacy check-up" on their social media profiles,
adjusting privacy settings as needed.

5: Q&A and Interactive Scenarios (25 minutes)
- Open Q&A session where participants can ask questions and discuss real-life scenarios.
- Facilitators provide guidance and insights on handling specific situations.

- Assignment: Participants are given a scenario involving a potential online threat and are
asked to describe how they would respond and protect themselves.

6: Recap and Resources (15 minutes)
- Brief recap of key takeaways from the workshop.
- Distribution of additional resources, including websites, articles, and security tools.

- Assighment: Participants are encouraged to explore provided resources and share their
findings or additional tools they discover.

Key Takeaways:
- Participants will gain a comprehensive understanding of various online threats.

- They will learn to recognize warning signs and red flags associated with potential online
threats.

- Participants will understand the real-world consequences of ignoring online threats and the
importance of proactive defence.

- They will acquire practical strategies and best practices for defending against online threats
and maintaining digital security.

By the end of the "Defending Against Online Threats" workshop, participants will be better
equipped to protect themselves and their organizations from a wide range of online threats.
They will have the knowledge and confidence to recognize, respond to, and mitigate
potential risks in their digital interactions, ultimately fostering a safer online environment for
all.
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Handout templates for the "Defending Against Online Threats" workshop:
Handout 1: Online Threats Overview

Title: Online Threats Overview

Content:

- Introduction to Online Threats: A brief description of what online threats is =and why they
are a concern in the digital age.

- Types of Online Threats: A list of common online threats, including phishing, malware,
identity theft, cyberbullying, and more.

- Real-World Examples: Real-life scenarios or case studies showcasing instances of online
threats and their consequences.

- Importance of Awareness: The significance of being aware of online threats and taking
precautions.

Key Takeaways:
- Participants will gain a basic understanding of various online threats.

- They will recognize the need to stay informed about these threats for their own safety.

Handout 2: Warning Signs Checklist

Title: Warning Signs Checklist

Content:

- Types of Online Threats: A list of common online threats (phishing, malware, etc.).

- Warning Signs: For each type of threat, provide a checklist of specific warning signs to
watch for. For example:

- Phishing: Unexpected emails, poor grammar, urgent requests, suspicious links, etc.
- Malware: Slowdowns, unusual pop-ups, unexpected downloads, etc.

- Examples: Include examples of real-life warning signs for each threat.

Key Takeaways:

- Participants will learn how to recognize specific warning signs associated with different
online threats.

- They can use this checklist as a quick reference guide in their online interactions.
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Handout 3: Defensive Strategies Guide
Title: Defensive Strategies Guide
Content:

- Password Security: Tips for creating strong, unique passwords and the importance of using
password managers.

- Software Updates: Explanation of why keeping software, apps, and operating systems up to
date is crucial for security.

- Two-Factor Authentication (2FA): Overview of how 2FA adds an extra layer of security to
online accounts.

- Safe Browsing: Best practices for safe online browsing, including avoiding suspicious links
and downloads.

- Privacy Settings: Guidance on adjusting privacy settings on various platforms and devices.
- Reporting Threats: Instructions on how to report online threats and suspicious activities.
Key Takeaways:

- Participants will receive practical strategies and best practices to defend against online
threats.

- They will have a guide they can refer to for maintaining digital security in various aspects of
their online lives.

These handouts can be distributed to participants before or during the workshop, serving as
valuable reference materials throughout the session. They will help participants understand
online threats, recognize warning signs, and implement defensive strategies effectively.

3-) Workshop Title: Protecting Your Digital Privacy: A Workshop on the Importance of
Privacy Protection

Duration: 2 hours

Target Audience: This workshop is suitable for individuals of all ages who use digital devices
and the internet.

Materials Needed:

1. Projector and screen

2. Whiteboard and markers

3. Handouts on privacy protection tips

4. Laptop or tablet for live demonstrations
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5. Internet access for live examples

Workshop Outline:

Introduction (15 minutes)

- Welcome participants and provide an overview of the workshop.
- Explain the importance of privacy protection in the digital age.

- Share the workshop objectives and what participants will learn.

Session 1: Understanding Privacy Protection (30 minutes)
- Define privacy protection and its significance in personal and online life.
- Discuss the various aspects of privacy, including personal security, data control, and trust.

- Share real-life examples and stories to illustrate the importance of privacy.

Session 2: Secure Online Account Management (30 minutes)

- Explain the key principles of secure online account management.

- Discuss the importance of strong and unique passwords.

- Introduce the concept of password managers and two-factor authentication (2FA).

- Provide live demonstrations of setting up 2FA and using a password manager.

Break (10 minutes)

Session 3: Responsible Social Media Sharing (30 minutes)

- Define responsible social media sharing and its importance.

- Discuss the risks associated with oversharing personal information and misinformation.
- Share tips on adjusting privacy settings and respecting consent.

- Provide examples of harmful sharing and responsible alternatives.

Session 4: Practical Tips for Privacy Protection (30 minutes)
- Offer practical tips for protecting personal information and privacy online.

- Discuss the importance of regular updates and security measures.
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- Explain how to recognize and respond to phishing attempts.

- Share resources for online privacy, such as privacy-focused browsers and tools.

Q&A and Group Discussion (15 minutes)
- Open the floor for questions and group discussion.

- Encourage participants to share their experiences and concerns regarding privacy
protection.

- Provide answers and additional insights as needed.

Conclusion (10 minutes)
- Summarize key takeaways from the workshop.
- Emphasize the importance of implementing privacy protection measures in daily digital life.

- Provide participants with handouts summarizing privacy protection tips and resources for
further learning.

Workshop Evaluation (10 minutes)

- Distribute evaluation forms to gather feedback from participants.

- Collect completed forms to assess the effectiveness of the workshop.
- Thank participants for their attendance and engagement.

Follow-up Resources:

- Provide participants with a list of recommended books, websites, and online courses for
further education on privacy protection.

- Encourage participants to stay informed about privacy-related news and developments in
the digital world.
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MODULE 4 - THE DARK SIDE OF INTERNET FOR YOUNG PEOPLE

1-) Workshop Title: “Navigating the Digital Landscape: Understanding Internet Usage and
Its Diverse Purposes"

Duration: 2 hours

Target Audience: This workshop is suitable for individuals of all ages who use the internet
and are inter ester in understanding the diverse purposes and impacts of internet usage.

Materials Needed:

1. Projector and screen

2. Whiteboard and markers

3. Handouts with key points and discussion questions

4. Internet access for live demonstrations (if available)

Workshop Outline:
Introduction (15 minutes)
- Welcome participants and introduce the workshop's objectives.

- Explain the importance of understanding internet usage and its various purposes in today's
digital world.

Session 1: Internet Usage Trends (30 minutes)
1.1 A Directly Proportional Increase in Internet Usage with the Acceleration of Life

- Define the concept of the acceleration of life and how it correlates with increased internet
usage.

- Discuss statistics and trends related to internet usage, highlighting the growth in recent
years.

- Explore the impact of fast-paced living on the need for instant information and
connectivity.

Session 2: The Diverse Reasons for Internet Usage (30 minutes)
1.2 Various Reasons for Each Person's Use of the Internet
- Encourage participants to share their personal reasons for using the internet.

- Discuss common motivations for internet usage, including communication, information
access, entertainment, and work.
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- Explore how the internet serves different purposes for different individuals based on their
needs and interests.

Break (10 minutes)

Session 3: Internet as a Tool of Socialisation (30 minutes)
1.3 Seeing It as the Most Important Tool of Socialisation

- Discuss the concept of socialisation in the digital age and how the internet plays a central
role.

- Examine the impact of social media platforms on modern communication and
relationships.

- Explore both positive and negative aspects of socialisation through the internet, such as
building communities and potential risks like cyberbullying.

Session 4: Balancing Internet Usage (30 minutes)
- Discuss the importance of striking a balance between online and offline life.

- Share tips for managing screen time and maintaining a healthy relationship with the
internet.

- Provide strategies for staying safe and protecting one's privacy while engaging in online
socialisation.

Q&A and Group Discussion (15 minutes)
- Open the floor for questions and group discussion.

- Encourage participants to share their experiences, challenges, and strategies related to
internet usage.

- Offer insights and solutions to common concerns raised by participants.

Conclusion (10 minutes)

- Summarize the key takeaways from the workshop, emphasizing the importance of
understanding the diverse purposes of internet usage.

- Highlight the role of responsible and mindful internet usage in maintaining well-being and
fostering positive relationships.
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- Provide participants with handouts containing key points and resources for further
exploration.

Workshop Evaluation (10 minutes)
- Distribute evaluation forms to gather feedback from participants.
- Collect completed forms to assess the effectiveness of the workshop.

- Thank participants for their attendance and active participation.

Follow-up Resources:

- Provide participants with a list of recommended books, articles, and websites for further
reading on internet usage and digital well-being.

- Encourage participants to reflect on their own internet usage patterns and make conscious
choices to ensure it aligns with their goals and values.

- Share information about upcoming workshops or events related to digital literacy and
online well-being.

Workshop Handout: Understanding Internet Usage and Its Diverse Purposes
Key Points:
1. Internet Usage Trends

- The acceleration of life has led to a significant increase in internet usage.

- Fast-paced living often demands instant access to information, communication, and
entertainment.

- Internet usage trends show a growing reliance on digital connectivity for various aspects
of daily life.

2. The Diverse Reasons for Internet Usage

- People use the internet for a wide range of purposes, from work and education to
socializing and entertainment.

- The internet's flexibility allows individuals to tailor their online experiences to their
unique needs and interests.

- Understanding why individuals use the internet helps us appreciate its multifaceted role
in society.

61



Co-funded by

the European Union e E ra Sm U S +

3. Internet as a Tool of Socialisation

- The internet is considered one of the most important tools for socialisation in today's
world.

- Social media platforms enable people to connect, communicate, and build relationships
across geographical boundaries.

- While the internet facilitates positive social interactions, it also presents challenges, such
as online harassment and privacy concerns.

4. Balancing Internet Usage
- Maintaining a healthy balance between online and offline life is essential for well-being.

- Strategies for managing screen time and setting boundaries help prevent internet
addiction and digital burnout.

- Practicing responsible internet usage includes safeguarding personal information and
being aware of online risks.

Discussion Questions:
1. Internet Usage Trends

- How has your internet usage changed over the past few years? Have you noticed an
increase in your reliance on the internet?

- Can you think of specific instances in your life where the acceleration of life has driven
you to use the internet for quick solutions or information?

2. The Diverse Reasons for Internet Usage

- What are some of the primary reasons you personally use the internet? Are they related
to work, socializing, entertainment, or something else?

- How do you think the internet's ability to cater to diverse needs has impacted society and
the way we live our lives?

3. Internet as a Tool of Socialisation

- Do you consider the internet to be the most important tool for socialisation in your life?
Why or why not?

- Have you ever experienced positive or negative social interactions on the internet? How
did they affect you?
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4. Balancing Internet Usage

- What strategies do you currently use to balance your internet usage with other aspects of
your life, such as work, family, and hobbies?

- Can you share any tips or practices for maintaining online privacy and security while
engaging in socialisation on the internet?

Feel free to use these discussion questions as starting points for group discussions during the
workshop. Encourage participants to share their experiences and insights related to internet
usage and its diverse purposes.

2-) Workshop Title: "Navigating the Dark Side of the Internet: Understanding Online Risks
and Protecting Yourself"

Duration: 2 hours

Target Audience: This workshop is suitable for individuals of all ages who use the internet
and want to become aware of the potential risks and challenges they may encounter.

Materials Needed:

1. Projector and screen

2. Whiteboard and markers

3. Handouts with key points and discussion questions

4. Laptop or tablet for live demonstrations (optional)

5. Internet access for live examples (optional)

Workshop Outline:

Introduction (15 minutes)

- Welcome participants and introduce the workshop's objectives.

- Explain the importance of understanding the potential dark side of the internet and how it
can impact individuals.

Session 1: Obscene Websites and the Dark Web (30 minutes)
2.1 Obscene Websites and the Dark Web

- Define obscene websites and the dark web.
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- Discuss the risks associated with obscene websites, especially for minors.

- Explore the anonymity and illegal activities on the dark web, including drug trafficking,
cybercrime, and piracy.

- Highlight the legal consequences of accessing obscene websites and the dark web without
authorization.

Session 2: Defrauding Through Websites (30 minutes)
2.2 Defrauding Through Websites
- Explain how digital fraud has become prevalent in the digital age.

- Discuss common online fraud techniques, such as identity theft, fake websites, phishing,
love scams, and prepayment scams.

- Provide practical tips for recognising and protecting against online fraud.

Break (10 minutes)

Session 3: Living According to False Perceptions (30 minutes)

2.3 Living According to False Perceptions Created by the Internet
- Explore how the internet influences beauty perceptions, trends, and body image.

- Discuss the mental and physical health issues that can arise from pursuing idealized
appearances.

- Examine the impact of online echo chambers and algorithm-driven content on the
formation of biased opinions.

- Encourage critical thinking and media literacy to counteract false perceptions created by
the internet.

Session 4: Protecting Yourself Online (30 minutes)

- Provide practical tips for internet safety, including strong password creation, recognising
secure websites, and avoiding suspicious communications.

- Share resources for verifying information and fact-checking online content.
- Discuss the importance of critical thinking and seeking diverse perspectives in the digital

age.
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- Encourage participants to stay informed about online risks and empower themselves to
make safer choices online.

Q&A and Group Discussion (15 minutes)
- Open the floor for questions and group discussion.

- Invite participants to share their experiences, concerns, or insights related to the dark side
of the internet.

- Offer solutions and guidance based on participants' questions and experiences.

Conclusion (10 minutes)

- Summarize key takeaways from the workshop, emphasizing the importance of online
vigilance and critical thinking.

- Remind participants of the resources and strategies they can use to protect themselves in
the digital world.

- Encourage participants to share what they've learned with friends and family to promote
online safety.

Workshop Evaluation (10 minutes)
- Distribute evaluation forms to gather feedback from participants.
- Collect completed forms to assess the effectiveness of the workshop.

- Thank participants for their attendance and active participation.

Follow-up Resources:

- Provide participants with a list of recommended websites and resources for further
information on online safety and fact-checking.

- Encourage participants to regularly update their cybersecurity practices and share
knowledge about online risks with their communities.

- Share information about upcoming workshops or events related to digital literacy and
online security.
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3-) Workshop Title: "Navigating the Digital Maze: Understanding the Factors Pushing
Young People to the Dark Side of the Internet"

Duration: 2 hours

Target Audience: This workshop is designed for parents, caregivers, educators, and anyone
interested in understanding the reasons why young people may be drawn to the dark side of
the internet and how to address these issues.

Materials Needed:

1. Projector and screen

2. Whiteboard and markers

3. Handouts with key points and discussion questions

4. Laptop or tablet for live demonstrations (optional)

5. Internet access for live examples (optional)

Workshop Outline:

Introduction (15 minutes)

- Welcome participants and introduce the workshop's objectives.

- Explain the importance of understanding the reasons behind young people's engagement
with the dark side of the internet.

- Set a positive tone for open and constructive discussions.

Session 1: Familial Reasons (30 minutes)

3.1 Familial Reasons

- Discuss how family problems can drive young people to seek solace on the internet.
- Explore the impact of escaping from family issues into the online world.

- Highlight the role of careless and neglectful parenting in shaping a child's online behaviour.

Session 2: Social Environment and Friends (30 minutes)
3.2 Social Environment and Friends

- Explain how peer pressure and bullying can lead young people to engage in harmful online
behaviour.

- Discuss the consequences of conforming to negative online norms and behaviours.

- Explore the emotional relief factor and its role in online engagement among young people.
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Break (10 minutes)

Session 3: Economic Reasons (30 minutes)
3.3 Economic Reasons

- Discuss how economic concerns can drive individuals, particularly young people, towards
online fraud and unethical activities.

- Examine the impact of economic inequalities and limited opportunities on online
behaviour.

- Explore how social media and lifestyle comparisons can lead to negative consequences.

Session 4: The Sense of Discovery (30 minutes)

3.4 The Sense of Discovery that Comes with Being Young

- Dive into the curiosity and desire to explore that characterizes young people.

- Discuss the potential risks associated with young people's explorations in the online world.

- Emphasize the importance of educating young people about responsible online behaviour
and risk awareness.

Q&A and Group Discussion (15 minutes)
- Open the floor for questions and group discussion.

- Encourage participants to share their personal experiences, concerns, or insights related to
young people and the dark side of the internet.

- Provide guidance and strategies for addressing these challenges.

Conclusion (10 minutes)

- Summarize key takeaways from the workshop, emphasizing the importance of proactive
parenting, open communication, and digital literacy.

- Encourage participants to continue the conversation with young people in their lives and to
create a safe online environment.

Workshop Evaluation (10 minutes)
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- Distribute evaluation forms to gather feedback from participants.
- Collect completed forms to assess the effectiveness of the workshop.

- Thank participants for their attendance and active participation.

Follow-up Resources:

- Provide participants with a list of recommended websites and resources for further
information on online safety, parenting, and digital literacy.

- Encourage participants to engage in ongoing discussions with young people about
responsible internet usage and to monitor their online activities.

- Share information about upcoming workshops or events related to digital parenting and
online safety.

Handout: Reasons Pushing Young People to the Dark and Negative Side of the Internet
Key Points:
3.1 Familial Reasons:

- Family problems can drive young people to seek solace and escape on the internet.

- Escaping into online groups that encourage harmful behaviours can become normalized.

- Careless and neglectful parents may expose children to uncontrolled internet use.
- Lack of communication within the family can lead to risky online behaviour.

3.2 Social Environment and Friends:

- Peer pressure can lead young people to engage in negative online behaviours.

- Bullying, both offline and online, can affect a child's self-esteem and behaviours.

- The normalization of negative online behaviours within peer groups can lead to
insensitivity.

- Some young people turn to the internet for emotional relief from peer-related issues.
3.3 Economic Reasons:
- Economic concerns may push individuals, particularly young people, into online fraud.

- Online platforms make it easier to engage in illegal activities, such as selling counterfeit
goods.

- Economic inequalities and limited opportunities can contribute to unethical online
behaviour.
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- The impact of social media can foster comparisons of economic status and materialism.
3.4 The Sense of Discovery in Youth:
- Curiosity and the desire to learn drive young people to explore the online world.

- Exploration may lead to access to harmful content, risky challenges, and sharing personal
information.

- Influence from friends and trends on social media can encourage participation in harmful
online activities.

- Teenagers' risk-taking and fearless attitudes may lead them into dangerous online
situations.

Discussion Questions:
1. Familial Reasons:

- Have you or someone you know ever used the internet as an escape from family
problems? What was the experience like?

- How can parents promote responsible internet use and maintain open communication
within the family?

2. Social Environment and Friends:

- Have you observed instances of peer pressure leading to negative online behaviours
among young people? Share your thoughts.

- How can schools and communities address online bullying and its effects on young
individuals?

3. Economic Reasons:

- Do you think economic inequalities play a role in pushing young people toward unethical
online activities? Why or why not?

- What measures can be taken to educate young people about the risks of engaging in
online fraud or selling counterfeit goods?

4. The Sense of Discovery in Youth:

- How can we balance encouraging young people's curiosity with ensuring their online
safety?

- What strategies can be employed to help young individuals differentiate between safe
and harmful online content?
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5. Overall Impact and Solutions:

- What can individuals, families, schools, and communities do to mitigate the negative
effects of the internet on young people?

- Share your ideas on how to foster responsible digital citizenship among young internet
users.

4-) Workshop: Empowering Youth: Media Literacy and Beyond

Workshop Duration: 2 hours

Workshop Objectives:

- Understand the importance of media literacy in combating internet addiction.
- Explore the main components of media literacy.

- Discuss strategies to fight internet addiction through media literacy.

- Discover additional solutions to increase socialisation for young people.
Materials Needed:

- Whiteboard or flip chart

- Markers

- Projector and screen (optional)

- Handouts with key points and discussion questions

- Internet access (for demonstrations)

Agenda:

Introduction (15 minutes):

- Welcome participants and explain the workshop's objectives.

- Discuss the significance of addressing internet addiction among young people.

Session 1: Media Literacy and Its Main Component (30 minutes):
Key Points:

- Define media literacy and its importance.

- Discuss the main components of media literacy.

- Explain the role of critical thinking and digital literacy.
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Activities:
- Interactive presentation on media literacy principles.

- Group discussion on the importance of media literacy.

Session 2: Fighting Internet Addiction with Media Literacy (45 minutes):
Key Points:

- Understand how media literacy can help combat internet addiction.

- Explore strategies to promote responsible internet use.

- Discuss identifying misinformation and online dangers.

Activities:
- Role-play scenarios: Participants identify and address online misinformation.

- Group brainstorming: Participants share ways to develop healthy online habits.

Break (15 minutes):

- Provide refreshments and encourage networking among participants.

Session 3: Other Solutions: Creating an Environment for Socialisation (30 minutes):
Key Points:
- Discuss the importance of offline socialisation for young people.

- Explore strategies to create an environment that promotes socialisation.

Activities:
- Group discussion: Participants share their experiences with online and offline socialisation.

- Small-group activity: Brainstorming ideas for offline socialisation opportunities in their
communities.

Session 4: Action Planning (15 minutes):

- Facilitate a group discussion on how participants can implement media literacy and other
solutions in their communities.
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- Encourage participants to set personal goals for responsible internet use.

Conclusion (10 minutes):
- Summarize key takeaways from the workshop.
- Provide additional resources and references on media literacy and internet addiction.

- Thank participants for their engagement and commitment to addressing internet addiction
among young people.

Follow-Up:
- Send participants a summary of workshop key points and action items.

- Encourage ongoing discussions and sharing of success stories related to media literacy and
responsible internet use.

By the end of this workshop, participants should have a deeper understanding of media
literacy, strategies to combat internet addiction, and ideas for creating an environment that
fosters socialisation among young people.
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MODULE 5 -HOW TO GET CORRECT ONLINE INFORMATION

1-) Workshop Title: Navigating the Digital Maze: Finding Accurate Information Online

Workshop Duration: 2 hours

Workshop Objectives:

- Understand the importance of accurate information in the digital age.

- Recognize common obstacles and challenges in obtaining accurate information online.
- Develop critical thinking and fact-checking skills.

- Learn strategies for identifying and verifying accurate information on the internet.
Materials Needed:

- Whiteboard or flip chart

- Markers

- Projector and screen (optional)

- Handouts with key points and discussion questions

- Internet access (for demonstrations)

Agenda:

Introduction (15 minutes):

- Welcome participants and introduce the workshop's objectives.

- Highlight the importance of accurate information in today's digital world.

Session 1: The Importance of Accurate Information (20 minutes):
Key Points:
- Define accurate information and its significance.

- Explain how accurate information contributes to informed decision-making and a well-
functioning society.

Activity:

- Group discussion: Participants share their experiences of encountering inaccurate
information and its impact.
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Session 2: Common Obstacles and Challenges (25 minutes):
Key Points:
- Discuss the obstacles and challenges in obtaining accurate information online.

- Explain the concepts of misinformation, disinformation, and confirmation bias.

Activities:
- Interactive presentation on obstacles to obtaining accurate information.

- Small-group activity: Participants identify examples of misinformation and disinformation in
recent news.

Break (15 minutes):

- Provide refreshments and encourage networking among participants.

Session 3: Critical Thinking and Fact-Checking Skills (30 minutes):
Key Points:

- Define critical thinking and its role in evaluating information.

- Introduce fact-checking techniques and tools.

Activities:

- Fact-checking exercise: Participants practice verifying the accuracy of a news article using
fact-checking websites.

- Group discussion: Share tips and strategies for critically assessing information.

Session 4: Strategies for Identifying Accurate Information (30 minutes):

Key Points:

- Provide strategies for identifying and verifying accurate information online.

- Discuss the importance of source credibility and cross-referencing.

Activities:

- Group activity: Participants evaluate the credibility of different online sources.

- Role-play scenarios: Practice cross-referencing information from multiple sources.
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Conclusion (15 minutes):
- Summarize key takeaways from the workshop.
- Share additional resources and tools for fact-checking and media literacy.

- Encourage participants to apply the skills learned in their online information-seeking
activities.

Follow-Up:
- Provide participants with a list of fact-checking websites and resources.
- Share articles and case studies on recent instances of misinformation and disinformation.

- Encourage participants to share their experiences and challenges in identifying accurate
information on a dedicated online platform or group.

By the end of this workshop, participants should have a better understanding of the
challenges in obtaining accurate information online and possess practical skills and strategies
for critically evaluating and verifying information encountered on the internet.

Role-Play Scenario: Cross-Referencing Information from Multiple Sources
Scenario Background:

You are a team of investigative journalists working on a breaking news story about a recent
environmental disaster in a fictional city called "Greenville." The incident involves a chemical
spill in a local river that has caused widespread contamination. Your team has received initial
information from various sources, including news articles, social media posts, official
government statements, and eyewitness accounts.

Scenario Description:

In this role-play scenario, participants will work in teams to investigate the environmental
disaster in "Greenville." Each team will be provided with different pieces of information from
various sources. The goal is to cross-reference the information to determine the accuracy
and reliability of the details regarding the incident.

Instructions:

1. Divide participants into small teams (3-4 members per team).

2. Provide each team with a packet of information containing the following:
- News articles from reputable news outlets reporting on the incident.
- Social media posts and comments related to the incident.
- Official government statements regarding the chemical spill.

- Eyewitness accounts and interviews with residents of Green lake.
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Roles within Each Team:

- Team Leader: Oversees the investigation and ensures all team members contribute.
- Researcher 1: Analyses news articles and official statements.

- Researcher 2: Examines social media posts and comments.

- Researcher 3: Reviews eyewitness accounts and interviews.

Role-Play Steps:

1. Each team reviews the information in their packet.

2. Team members discuss the details, discrepancies, and potential biases they find in their
assigned sources.

3. Teams cross-reference the information to identify consistent and conflicting facts.
4. Teams determine which sources are the most reliable and credible based on their analysis.

5. Each team prepares a brief presentation outlining their findings, including the sources
they consider most trustworthy and any unresolved questions or discrepancies.

Debrief and Discussion:

After the role-play scenario, reconvene the larger group for a discussion and debriefing.
Encourage participants to share their experiences, challenges, and insights from the activity.
Key discussion points may include:

- How did the teams determine the reliability and credibility of different sources?

- What were the challenges in cross-referencing information from various sources?

- Were there any significant discrepancies or biases discovered during the investigation?
- What strategies or criteria did participants use to assess the accuracy of information?

- What lessons can be applied to real-life situations when evaluating news and information
online?

This role-play scenario allows participants to actively engage in the process of cross-
referencing information from multiple sources, emphasizing the importance of critical
thinking and source evaluation in today's digital age. It provides a hands-on opportunity to
practice the skills learned during the workshop.

Handout: How to Obtain Accurate Information on the Internet
Key Points:
1. Accurate Information Definition:
- Accurate information is correct, true, and free from errors or distortions.

- It is essential for informed decision-making and knowledge building.

77



Co-funded by

the European Union e E ra Sm U S +

2. Qualities of Accurate Information:
- Truthfulness: Accurate information reflects reality without fabrication.
- Precision: It provides specific, unambiguous details.
- Reliability: It can be independently verified and is supported by credible sources.
- Lack of Errors: Accurate information is free from mistakes.
- Objectivity: It presents information without bias or emotion.
- Comprehensiveness: It offers a complete view of the topic.
3. Importance of Accurate Information:
- Critical for personal and societal well-being.
- Helps combat misinformation and disinformation.
4. Obstacles When Searching for Accurate Information:
- Information Overload
- Misinformation and Disinformation
- Confirmation Bias
- Fake News and Clickbait
- Lack of Source Attribution
- Anonymous Sources
- Outdated Information
- Echo Chambers
- Algorithmic Biases
- Viral Information Spreading
- Lack of Media Literacy

- Plagiarism

Discussion Questions:

1. Why is accurate information crucial in various aspects of life, such as education,
healthcare, and decision-making?

2. How do confirmation bias and echo chambers affect an individual's ability to access
accurate information on the internet?

3. What steps can individuals take to combat misinformation and disinformation online?
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4. Can you share an example from your personal experience when you encountered
inaccurate information on the internet? How did you handle it?

5. In a world filled with information overload, what strategies can individuals use to
efficiently find accurate information?

6. How might algorithmic biases influence the information we encounter online, and what
can be done to address this issue?

7. How can media literacy education help individuals become better at identifying and using
accurate information on the internet?

8. What role can fact-checking organizations and credible sources play in promoting accurate
information on the internet?

9. When evaluating the credibility of online information, which criteria do you find most
important, and why?

10. What recommendations would you give to someone seeking to improve their ability to
obtain accurate information on the internet?
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MODULE 6 - YOUNG DIGITAL DETOX

1-) Workshop Title: "Digital Detox: Reclaiming Mindful Tech Engagement"

Workshop Overview:
Introduction (10 minutes)
- Welcome participants and introduce the workshop's purpose.

- Explain that the workshop will cover the importance of digital detox, recognising digital
addictions, tools for self-assessment, mindful use of digital media, strategies for a successful
digital detox, and the benefits of embracing a digital detox lifestyle.

Session 1: Introduction to Digital Detox (15 minutes)
- Define digital detox and its relevance in the modern world.
- Highlight the objectives of the workshop.

- Discuss the significance of taking breaks from digital devices for mental well-being and
regaining control over technology usage.

Session 2: Digital Addictions and Their Consequences (20 minutes)

- Explore different types of digital addictions, such as social media addiction, gaming
addiction, and email addiction.

- Discuss the negative consequences of digital addictions, including decreased productivity,
sleep disturbances, relationship problems, and mental health issues.

Session 3: Tools for Finding Digital Addictions (15 minutes)

- Introduce various tools and methods to assess digital addiction, such as smartphone usage
tracking apps, social media usage data, and online quizzes.

- Encourage participants to explore these tools to gain insights into their own digital habits.

Break (10 minutes)

Session 4: Understanding Mindful Use of Digital Media (20 minutes)

- Explain the concept of mindful use of technology.
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- Discuss the principles of mindful tech engagement, including planning, moderation, and
content quality.

- Provide practical examples of how participants can apply mindfulness to their digital
interactions.

Session 5: Strategies for Successful Digital Detox (25 minutes)

- Present strategies for a successful digital detox, including setting clear goals, creating
boundaries, seeking support, replacing digital activities, practicing mindfulness exercises,
and monitoring progress.

- Encourage participants to brainstorm their own detox plans based on their goals and
needs.

Session 6: Conclusion and Benefits of Digital Detox (15 minutes)
- Summarize key takeaways from the workshop.

- Emphasize that a digital detox is about conscious choice and balance, not complete
rejection of technology.

- Discuss the potential benefits of a digital detox, such as improved well-being, enhanced
relationships, increased productivity, and a richer offline life.

Q&A and Discussion (15 minutes)
- Open the floor for questions and discussion.

- Invite participants to share their thoughts, experiences, and challenges related to digital
detox.

- Provide guidance and suggestions based on participants' inquiries.

Closing Remarks (5 minutes)
- Express gratitude to participants for their engagement.
- Encourage participants to apply what they've learned in their daily lives.

- Provide additional resources and references for further exploration.
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Workshop Materials:

- Presentation slides

- Handouts with key points and resources

- Flipchart and markers for interactive activities

- Access to digital tools and apps for self-assessment

- Timer or clock to manage session timings

Note: The workshop can be adapted based on the available time and the specific needs and
preferences of the participants. Interactive activities, group discussions, and real-life
examples can be incorporated to enhance engagement and learning.

Digital Detox Workshop Handout

Key Points:

Introduction to Digital Detox:

- Digital detox means taking a purposeful break from digital devices and online activities.

- Its goals are to refresh the mind, focus on mental well-being, and regain control over
technology usage.

Digital Addictions and Consequences:
- Digital addictions include social media addiction, gaming addiction, and email addiction.

- Consequences can include decreased productivity, sleep disturbances, relationship
problems, and mental health issues.

Tools for Finding Digital Addictions:
- Apps, such as screen time trackers, help assess technology usage.
- Social media platforms provide data on daily usage.

- Online quizzes and self-assessment tools can identify digital dependencies.

Mindful Use of Digital Media:

- Mindful use involves planning, moderation, and selecting quality content.

- Reflect on why you use technology and whether it aligns with your goals and values.

83



Co-funded by

the European Union e E ra Sm U S +

Strategies for Successful Digital Detox:

- Set clear goals for your detox.

- Create boundaries by designating screen-free times and places.
- Seek support from friends or family.

- Replace digital activities with non-digital ones.

- Practice mindfulness exercises to reduce urges.

- Monitor your progress and adapt your plan as needed.

Benefits of Digital Detox:

- Improved mental well-being.

- Enhanced relationships.

- Increased productivity.

- A richer offline life.

Additional Resources:

Books:

- "Digital Minimalism" by Cal Newport

- "The Shallows: What the Internet Is Doing to Our Brains" by Nicholas Carr
- "How to Break Up with Your Phone" by Catherine Price

Apps for Digital Detox:

- Forest: Helps you stay focused by planting virtual trees during work sessions.
- Stay Focus: Limits the time you spend on time-wasting websites.

- Moment Tracks your screen time and app usage.

Websites and Articles:

- [Digital Detox: How and Why to
Disconnect](https://www.psychologytoday.com/us/blog/mental-wealth/201712/digital-
detox-how-and-why-disconnect)

- [Center for Humane Technology](https://www.humanetech.com/): Resources for mindful
tech use.
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Meditation and Mindfulness Apps:
- Headspace: Offers guided meditations and mindfulness exercises.

- Calm: Provides relaxation and meditation techniques.

Social Media Management Tools:

- Buffer: Schedules posts to reduce real-time social media engagement.

- Hootsuite: Manages multiple social media accounts efficiently.

Offline Activities Ideas:

- Join a local club or sports team.

- Read physical books or magazines.

- Explore hiking, biking, or other outdoor activities.

- Reconnect with friends and family face-to-face.

Erasmus+
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MODULE 7 - SOCIAL MEDIA AND ENVIRONMENT

1-) Workshop Title: "Social Media and the Environment: Impact and Opportunities"

Workshop Overview:
Introduction (10 minutes)
- Welcome participants and introduce the workshop's purpose.

- Explain that the workshop will explore the complex relationship between social media and
the environment, focusing on environmental impact and the role of social media in
promoting sustainability.

Session 2: The Environmental Impact of Social Media (20 minutes)

- Discuss how the energy-intensive data centre of social media platforms contribute to
carbon emissions.

- Explore the issue of electronic waste (e-waste) resulting from rapid technological
advancements driven by social media consumption.

- Examine how the digital advertising industry generates digital waste and contributes to
pollution.

Session 3: The Role of Social Media in Promoting Sustainability (25 minutes)

- Highlight the power of social media in raising awareness about environmental issues
through campaigns, hashtags, and viral content.

- Explore how social media fosters innovation and supports green technology projects
through crowdfunding and networking.

- Discuss the role of social media in facilitating communication between governments,
regulatory bodies, and the public regarding environmental policies and regulations.

Break (10 minutes)

Session 4: Conclusion and Discussion (15 minutes)
- Summarize key takeaways from the workshop.

- Encourage participants to share their thoughts and insights regarding the environmental
impact of social media and its potential for sustainability.

- Facilitate a discussion on responsible and mindful use of social media in the context of
environmental conservation.
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Q&A and Discussion (15 minutes)
- Open the floor for questions and further discussion.

- Invite participants to share their perspectives and experiences related to social media and
the environment.

- Provide additional insights and resources based on participants' inquiries.

Closing Remarks (5 minutes)
- Express gratitude to participants for their active participation.

- Encourage participants to apply what they've learned in their digital lives to promote
environmental awareness and sustainability.

- Provide references and resources for further exploration of the topic.

Workshop Materials:

- Presentation slides

- Handouts with key points and definitions

- Access to social media platforms for demonstrations and examples

- Timer or clock to manage session timings

Social Media and the Environment Workshop Handout
Key Points:
Introduction:

- Social media has become an integral part of modern life, transforming communication and
information sharing.

- This workshop explores the impact of social media on the environment and its role in
promoting sustainability.

The Environmental Impact of Social Media:

A. How Social Media Affects Energy Use and Emissions:

- Data centres powering social media platforms consume significant energy.
- Energy consumption contributes to carbon emissions and climate change.

- User devices like smartphones and computers also impact energy use.
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B. The Impact of Social Media and Technology on Waste:

- Rapid technological advancements driven by social media lead to electronic waste (e-
waste).

- E-waste disposal poses environmental hazards due to hazardous materials.

- Frequent device upgrades worsen the e-waste problem.

C. Social Media and Pollution:

- The demand for digital infrastructure contributes to resource extraction, manufacturing,
and transportation, leading to air and water pollution.

- The digital advertising industry generates digital waste, adding to environmental issues.
The Role of Social Media in Promoting Sustainability:

A. Increasing Awareness Through Social Media:

- Social media is a powerful tool for raising awareness about environmental issues.

- Environmental campaigns, trending hashtags, and viral content reach a global audience.
- Social media drives important conversations and inspires collective action.

B. Innovation Using Social Media:

- Crowdsourcing and crowdfunding platforms linked to social media support green
technology projects.

- Networking on social media fosters innovation in sustainable practices and green
technologies.

- Collaboration and knowledge sharing accelerate eco-friendly solutions.
C. Environmental Legislation on Social Media:

- Governments use social media to share updates on environmental regulations and seek
public input.

- Advocacy groups and citizens leverage social media to pressure for stricter environmental
laws.

- Social media promotes transparency and accountability in environmental policies.

Definitions:

- Social Media: Online platforms that enable users to connect and share information with
one another.
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- Sustainability: The practice of ensuring the long-term economic, social, and environmental
viability of an activity.

- Technology: The application of scientific knowledge for practical purposes or the use of
tools and machines.

- Digital World: Refers to the highly connected and technology-driven environment in today's
society.

- Environmental Impact: The effects and consequences on the natural world and
surroundings.

- Electronic Waste (E-Waste): Discarded electronic devices, including smartphones, tablets,
and computers, that contain hazardous materials and pose environmental risks.

- Carbon Emissions: The release of carbon dioxide (CO2) and other greenhouse gases into
the atmosphere, contributing to global warming and climate change.

- Digital Advertising: The use of digital channels, such as social media and online platforms,
to promote products and services.

- Crowdsourcing: Gathering ideas, services, or content by soliciting contributions from a
large group, typically online.

- Crowdfunding: Raising funds for a project or venture by collecting small contributions from
a large number of individuals, often through online platforms.

- Advocacy Groups: Organizations that work to influence public policies and decisions on
specific issues, such as environmental protection.

Social Media and the Environment Workshop Handout with Role-Play Activities
Key Points:
Introduction:

- Social media is a significant part of our digital lives, influencing how we communicate,
share, and learn.

- This workshop explores the complex relationship between social media and the
environment, focusing on its impact and sustainability potential.

The Environmental Impact of Social Media:

A. How Social Media Affects Energy Use and Emissions:

- Data centres powering social media platforms consume substantial energy.
- Energy consumption contributes to carbon emissions and climate change.

- User devices like smartphones and computers also impact energy use.
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B. The Impact of Social Media and Technology on Waste:

- Rapid technological advancements driven by social media lead to electronic waste (e-
waste).

- E-waste disposal poses environmental hazards due to hazardous materials.
- Frequent device upgrades worsen the e-waste problem.
C. Social Media and Pollution:

- The demand for digital infrastructure contributes to resource extraction, manufacturing,
and transportation, leading to air and water pollution.

- The digital advertising industry generates digital waste, adding to environmental issues.
The Role of Social Media in Promoting Sustainability:

A. Increasing Awareness Through Social Media:

- Social media is a powerful tool for raising awareness about environmental issues.

- Environmental campaigns, trending hashtags, and viral content reach a global audience.
- Social media drives important conversations and inspires collective action.

B. Innovation Using Social Media:

- Crowdsourcing and crowdfunding platforms linked to social media support green
technology projects.

- Networking on social media fosters innovation in sustainable practices and green
technologies.

- Collaboration and knowledge sharing accelerate eco-friendly solutions.
C. Environmental Legislation on Social Media:

- Governments use social media to share updates on environmental regulations and seek
public input.

- Advocacy groups and citizens leverage social media to pressure for stricter environmental
laws.

- Social media promotes transparency and accountability in environmental policies.

Role-Play Activities:
Activity 1: The Environmental Advocate

- Participants take on the role of environmental advocates using social media to raise
awareness.
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- Each participant creates a short social media post or campaign addressing an
environmental issue.

- Discuss the impact of these posts and the potential for online activism.

Activity 2: The Green Innovator
- Participants step into the shoes of green innovators promoting sustainable solutions.
- Each participant presents a green technology project through a brief pitch on social media.

- Explore how social media can facilitate project funding and support.

Activity 3: Environmental Policy Discussion

- Participants simulate a social media discussion between a government representative and
environmental activists.

- Explore how social media can be used to engage in environmental policy conversations.

- Discuss the challenges and opportunities in influencing policy through social media.

Definitions:

- Social Media: Online platforms that enable users to connect and share information with
one another.

- Sustainability: The practice of ensuring the long-term economic, social, and environmental
viability of an activity.

- Technology: The application of scientific knowledge for practical purposes or the use of
tools and machines.

- Digital World: Refers to the highly connected and technology-driven environment in today's
society.

- Environmental Impact: The effects and consequences on the natural world and
surroundings.

- Electronic Waste (E-Waste): Discarded electronic devices, including smartphones, tablets,
and computers, that contain hazardous materials and pose environmental risks.

- Carbon Emissions: The release of carbon dioxide (CO2) and other greenhouse gases into
the atmosphere, contributing to global warming and climate change.

- Digital Advertising: The use of digital channels, such as social media and online platforms,
to promote products and services.
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- Crowdsourcing: Gathering ideas, services, or content by soliciting contributions from a
large group, typically online.

- Crowdfunding: Raising funds for a project or venture by collecting small contributions from
a large number of individuals, often through online platforms.

- Advocacy Groups: Organizations that work to influence public policies and decisions on
specific issues, such as environmental protection.
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MODULE 8 — DIGITAL WELLBEING

1-) Workshop Title: "Digital Wellbeing: Navigating the Digital World Responsibly"

Workshop Overview:
Introduction (10 minutes)
- Welcome participants and introduce the concept of digital wellbeing.

- Explain that the workshop will explore the importance of managing digital identities, the
characteristics of technological wellbeing, and practical strategies to achieve it.

Session 1: Understanding Digital Identity (15 minutes)
- Define digital identity and digital citizenship.

- Discuss how our online activities, including email, social media, and online interactions,
contribute to our digital identity.

- Emphasize the need to manage and protect our digital identity.

Session 2: The Concept of Well-Being (10 minutes)

- Define well-being as a subjective concept influenced by our choices, results, and control
over our environment.

- Explain the importance of feeling good about our choices and maintaining conscious
control.

Session 3: Technological Well-Being (20 minutes)

- Introduce the concept of technological well-being and its characteristics.

- Explore how to manage time spent on digital devices and apps.

- Discuss the benefits of taking breaks and setting device-free times.

- Address the importance of reducing distractions and finding alternative activities.

- Highlight the connection between digital device usage and well-being.

Break (10 minutes)

Session 4: Balancing Digital and Physical Spaces (15 minutes)

- Discuss the challenges of excessive digital device usage, especially in the context of remote
work.
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- Emphasize the importance of finding a balance between digital and physical spaces.

- Share tips for managing digital time and setting healthy limits at home.

Session 5: Educating the Next Generation (10 minutes)

- Discuss the responsibility of educating younger generations about responsible technology
use.

- Explore ways to teach children and teenagers to use technology responsibly and prioritize
digital wellbeing.

Session 6: Responsible Digital Tool Use (15 minutes)
- Discuss the role of digital tools in promoting human well-being.
- Emphasize the need to use digital tools responsibly and understand their limitations.

- Share insights from Aidan Healy, co-founder of Unplug, on harnessing technology to
achieve goals.

Conclusion and Q&A (10 minutes)
- Summarize key takeaways from the workshop.
- Open the floor for questions and discussion.

- Encourage participants to reflect on their digital habits and commit to responsible
technology use.

Closing Remarks (5 minutes)
- Thank participants for their participation and engagement.

- Encourage them to apply what they've learned to achieve a healthier balance between
their digital and physical lives.

- Provide additional resources for further exploration of digital wellbeing.

Workshop Materials:

- Presentation slides

- Handouts with key points and definitions
- Timer or clock to manage session timings

- Whiteboard or flipchart for brainstorming and group discussions

the European Union e E ra Sm U S +
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Note: The workshop can be adapted based on the available time and the specific needs and
preferences of the participants. Interactive activities, group discussions, and real-life
examples can be incorporated to enhance engagement and learning.

Digital Wellbeing Workshop Handout
Introduction:

- Digital wellbeing is about integrating technology into our lives while maintaining control
over screen time and understanding its impact.

- Our digital identity develops through online activities, such as email, social media, and
device use.

- It's essential to manage and protect our digital identity because it shapes our online
presence.

The Concept of Well-Being:

- Well-being is subjective and depends on feeling good about our choices, achieving results,
and having conscious control over our environment.

- Balancing digital and physical spaces is crucial for overall well-being.
Technological Well-Being:

- Technological well-being involves a healthy relationship with technology to achieve our
goals without disruption.

- Characteristics of technological well-being include managing time on apps, taking breaks,
reducing distractions, and disconnecting when necessary.

Balancing Digital and Physical Spaces:

- Excessive digital device usage can lead to distractions and interfere with our lives,
especially in remote work situations.

- Finding a balance between digital and physical spaces is essential.

- Tips for managing digital time and setting healthy limits at home can help.

Educating the Next Generation:

- Responsible technology use should be taught to younger generations.
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- Educating children and teenagers about responsible digital citizenship is vital for their
digital wellbeing.

Responsible Digital Tool Use:
- Digital tools can contribute to human well-being when used responsibly.

- It's crucial to understand the limits of digital tools and use them to achieve goals rather
than allowing them to distract us.

Definitions:

- Digital Wellbeing: The practice of integrating technology into our lives while maintaining
control over screen time and understanding its impact.

- Digital Identity: The online persona that develops through activities such as email, social
media, and device usage.

- Digital Citizenship: The responsible use of technology to engage with and participate in
digital society.

- Well-Being: A subjective concept that depends on feeling good about choices, achieving
results, and having conscious control over the environment.

- Technological Well-Being: A condition involving a healthy relationship with technology,
enabling us to use it to achieve our goals without disruption.

- Digital Device: Electronic devices such as smartphones, tablets, and computers used for
digital activities.

- Remote Work: Working from a location other than a traditional office, often from home or
a remote location.

- Digital Time Management: The practice of allocating and managing time spent on digital
devices and apps.

- Digital Disconnect: The act of intentionally disconnecting from digital devices and platforms
to create a break from technology.

- Digital Citizenship Education: Teaching responsible and ethical technology use to children
and teenagers to ensure their digital wellbeing.

- Digital Tools: Software and applications that assist in various tasks, contributing to human
well-being when used responsibly.
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2-) Workshop Title: "Benefits of Technology: Navigating the Digital World"

Workshop Overview:
Introduction (10 minutes)

- Welcome participants and introduce the workshop's focus on the benefits of technology.

+

- Explain that the workshop will explore how technology has transformed various aspects of

our lives.

Session 1: Unlimited Access to Information (15 minutes)

- Discuss how technology provides almost unlimited and instantaneous access to
information.

- Explore the democratization of information and the challenges of information
overexposure and fake news.

- Emphasize the importance of critical thinking and source verification in the digital age.

Session 2: Enhanced Communication (15 minutes)

- Explain how technology enables faster, easier, and more diverse forms of communication.

- Discuss the impact of social networks, instant messaging apps, and global reach.

- Highlight the advantages for introverts, shy individuals, and those seeking networking
opportunities.

Break (10 minutes)

Session 3: Improved Entertainment (10 minutes)

- Explore how technology has enhanced entertainment through online broadcasting and
interactive platforms.

- Discuss the transition from content consumers to content creators.

- Highlight the role of technology in diversifying entertainment options.

Session 4: Stimulating Creativity (15 minutes)

- Discuss how technology stimulates creativity in various fields, including art, music, and
academia.

- Explain the increased accessibility of technological resources.
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- Encourage participants to explore their creative potential with technology.

Session 5: Promoting Education (20 minutes)
- Explore the role of technology in education, including distance learning and self-learning.
- Discuss online platforms, learning management systems, and collaborative spaces.

- Highlight the potential of emerging technologies like artificial intelligence and virtual reality
in education.

Conclusion and Q&A (10 minutes)

- Summarize key takeaways from the workshop, emphasizing the positive impacts of
technology.

- Open the floor for questions and discussion.

- Encourage participants to reflect on how they can leverage technology for personal and
professional development.

Closing Remarks (5 minutes)
- Thank participants for their engagement and participation.
- Encourage them to explore and make the most of the benefits of technology.

- Provide additional resources for further exploration of technology-related topics.

Workshop Materials:

- Presentation slides

- Handouts with key points and definitions
- Timer or clock to manage session timings

- Whiteboard or flipchart for brainstorming and group discussions

Benefits of Technology Workshop Handout
Introduction:

- Technology is an integral part of our daily lives, influencing how we work, communicate,
and interact.
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- This workshop explores the numerous benefits of technology at both the individual and
societal levels.

Unlimited Access to Information:

- Technology provides rapid and extensive access to a wide range of information sources.
- Democratization of information allows diverse opinions to reach a broader audience.

- Caution is necessary to discern credible sources and combat fake news in the digital age.
Enhanced Communication:

- Technology enables swift and diverse communication methods, overcoming geographical
barriers.

- Social networks and instant messaging apps facilitate easy and cost-effective
communication.

- Technology fosters networking, connecting people with similar interests and facilitating
interactions.

Improved Entertainment:

- Online broadcasting and interactive platforms have transformed the entertainment
industry.

- Technology empowers individuals to become content creators and share their creativity.
- A variety of entertainment options are available, catering to diverse tastes and preferences.
Stimulating Creativity:

- Abundant technological resources stimulate creativity in fields like art, music, and
academia.

- Technology's increased accessibility removes barriers to creative expression.

- New formats and platforms encourage the gestation of innovative works and projects.
Promoting Education:

- Technology plays a pivotal role in distance education and self-learning.

- Online platforms and learning management systems provide access to educational content.

- Emerging technologies like artificial intelligence and virtual reality enhance the learning
experience.

Definitions:

- Technology: The application of scientific knowledge for practical purposes, including the
use of tools, devices, and digital systems.
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- Information Democratisation: The process of making information accessible to a wider
audience, reducing barriers to entry and enabling diverse viewpoints to reach the public.

- Fake News: False or misleading information presented as factual news, often spread
through digital channels, social media, or online publications.

- Social Networks: Online platforms that allow users to connect, share information, and
interact with others.

- Instant Messaging Apps: Applications that enable real-time text-based communication
between individuals or groups.

- Content Creators: Individuals who produce and share digital content, such as videos, blogs,
and multimedia, with an online audience

-Creative Expression: The act of conveying ideas, emotions, or concepts through various art
forms, including visual, musical, and literary mediums

.- Distance Education: A method of learning where students are not physically presentin a
traditional classroom setting but engage with educational materials and instructors
remotely.

- Learning Management System (LMS): Software or online platforms used by educational
institutions to manage and deliver courses, assessments, and learning resources.

- Artificial Intelligence (Al): The development of computer systems that can perform tasks
requiring human intelligence, such as problem-solving and decision-making.

- Virtual Reality (VR): A technology that immerses users in a computer-generated
environment, providing a sensory experience that simulates real-life situations.
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3-) WORKSHOP: "Cons of Technology: Navigating the Digital Risks"

Workshop Overview:
Introduction (10 minutes)

- Welcome participants and introduce the workshop's focus on the consequences of abusive
technology use.

- Explain that the workshop will explore the potential risks and challenges associated with
technology.

Session 1: Addiction and Dependency (15 minutes)

- Discuss the risks of addiction and dependency linked to technology, including smartphones,
social media, and video games.

- Examine the impact of technology addiction on mental health, relationships, and daily life.

- Highlight the importance of self-awareness, setting boundaries, and seeking support to
combat addiction.

Session 2: Reduction of Productivity (15 minutes)
- Explore the ways in which technology can both enhance and reduce productivity.

- Discuss scenarios where technology may hinder productivity, such as steep learning curves
and distractions.

- Encourage participants to find a balance between using technology as a productivity tool
and avoiding distractions.

Break (10 minutes)

Session 3: Safety and Privacy Issues (20 minutes)

- Examine the loss of privacy and safety risks associated with sharing personal information
online.

- Discuss the implications of accepting terms and conditions without understanding the
consequences.

- Provide practical tips for safeguarding privacy and understanding online risks.
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Session 4: Mental Health (20 minutes)

- Explore how excessive technology use can impact mental health, including technological
addiction, social isolation, and constant comparison.

- Address the risks of cyberbullying and its effects on mental well-being.

- Encourage participants to set healthy limits on device usage, prioritize face-to-face
interactions, and seek support when needed.

Session 5: Misinformation and Fake News (15 minutes)
- Discuss the risk of misinformation and fake news spreading online.
- Provide strategies for critically evaluating information sources and detecting fake news.

- Emphasize the importance of multiple sources and reliable information.

Conclusion and Q&A (10 minutes)

- Summarize key takeaways from the workshop, highlighting the potential risks of
technology misuse.

- Open the floor for questions, discussion, and sharing of personal experiences.

- Encourage participants to be mindful of technology use and to educate others about the
risks.

Closing Remarks (5 minutes)
- Thank participants for their engagement and participation.
- Encourage them to apply what they've learned to navigate the digital world responsibly.

- Provide additional resources for further exploration of digital risks and safety measures.

Workshop Materials:

- Presentation slides

- Handouts with key points and definitions
- Timer or clock to manage session timings

- Whiteboard or flipchart for brainstorming and group discussions
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Note: The workshop can be adapted based on the available time and the specific interests of
the participants. Interactive activities, group discussions, and real-life examples can be
incorporated to enhance engagement and learning.

Cons of Technology Workshop Handout
Introduction:

- While technology brings numerous benefits, it also poses risks and consequences when
used excessively or irresponsibly.

- This workshop explores the potential cons and challenges associated with technology use.
Addiction and Dependency:
- Excessive technology use can lead to addiction and dependency behaviours.

- Technology addiction may result in loss of control, isolation, and negative effects on mental
health.

- Mitigating risks involves self-awareness, setting boundaries, and seeking support when
needed.

Reduction of Productivity:

- Technology typically enhances productivity by automating tasks and providing tools.

- However, it can hinder productivity due to learning curves and distractions.

- Balancing technology use as a productivity tool while minimizing distractions is essential.
Safety and Privacy Issues:

- Sharing personal information online can lead to privacy loss and safety concerns.

- Understanding and analysing terms and conditions for online services is crucial.

- Safeguarding privacy involves being cautious and aware of digital footprints.

Mental Health:

- Inappropriate technology use can affect mental health through addiction, social isolation,
and comparison.

- Cyberbullying is a significant risk, particularly among younger populations.

- Protecting mental health includes setting usage limits, prioritizing offline connections, and
seeking support.

Misinformation and Fake News:
- The internet allows for the spread of unverified or false information.
- Critical evaluation of information sources is essential to combat fake news.

- Relying on multiple sources and verifying information helps maintain accuracy.
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Definitions:

- Technology Addiction: A compulsive and excessive reliance on electronic devices and online
activities, leading to negative consequences on daily life.

- Privacy Loss: The unintentional or intentional sharing of personal information online,
leading to reduced control over one's digital identity.

- Cyberbullying: Harassment, threats, or intimidation that occurs online, often through social
media or messaging platforms.

- Digital Footprint: The trace or record of an individual's online activities, which can include
personal information, comments, and interactions.

- Learning Curve: The time and effort required to learn and become proficient in using a new
technology or software.

- Fake News: False or misleading information presented as factual news, often disseminated
through digital media channels.

- Critical Evaluation: The process of assessing and scrutinizing information sources for
credibility, accuracy, and reliability.

Conclusion:

As we reach the conclusion of this book of workshops, we reflect on the profound
importance of the work we have undertaken as part of the Learn to Discern project. Our
journey has been marked by commitment to fostering responsible and informed digital
citizenship among young people, equipping them with the tools they need to navigate the
complexities of the digital world.

In an era where digital technology permeates every aspect of our lives, the ability to discern,
analyse, and engage with online content critically is paramount. Media literacy, as
underscored by our modules and workshops, is not merely a skill; it is an essential life skill. It
empowers individuals to make informed choices, resist manipulation, and contribute
positively to the digital environment.

By engaging with the modules and workshops presented here, youth workers have the
opportunity to play a pivotal role in shaping the next generation of responsible digital
citizens. These workshops are more than just educational tools; they are vehicles for
empowerment, enabling young people to embrace the digital age with confidence and
integrity.

As we look ahead, let us remember that the importance of media literacy extends far
beyond the confines of our project. It is a collective responsibility to promote a digital
landscape that is characterized by respect, empathy, and authenticity. We encourage you to

106



Co-funded by

the European Union e E ra Sm U S +

utilize these workshops not only as a means to educate but also as a catalyst for change in
the broader context of digital society.

Together, we can foster a generation of individuals who are not only proficient in the use of
digital tools but are also mindful of their digital footprint, respectful of others in online
spaces, and capable of discerning fact from fiction in an era of information overload.
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